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1. LIEJIM ¥ 3AJIAYM OCBOEHUSI JUCIUATILIMHBI (MOLYJIS)

1.1. Hean:
O3HaKOMUTH 00YUAIOIIUXCS C TPABOBBIMU OCHOBAMH 3aIIUThl HHQOPMAIIMH, OPTaHU3AIMOHHBIMH METO/IaMH 3aIlUThl HHPOPMAIHH,
MaTeMaTH4YCCKUMHU MCTOAaMH, JICKAIIIMMHU B OCHOBEC 3aIlIMTHI PIH(IJOpMaLII/II/I.

1.2. 3agaum:

-03HAKOMJICHUSI 00YYAIOIIUXCSI C MEPaMH M MEPOTIPHATHIMH, 00SCICYMBAIOIIUMY 0€30MacHOCTh HHGOPMAIMU U HHPOPMAIIMOHHBIX
CHCTEM;

-paccMOTpETh OCHOBHBIE MOJXOIbI K 3aIIUTe HH(POPMAIIUHY;

-03HAKOMHUTH 00YYAIOIIUXCSI ¢ HAaHOOIee MUPOKO MPUMEHUMBIMU BUAAMH TEXHHYECKUX U IIPOTPAMMHBIX CPE/ICTB 3AIUTHI
UHPOPMAITHH.

2. MECTO JUCHHUILIMHBI (MOAYJIS) B CTPYKTYPE OCHOBHOM IMPO®ECCUOHAJIBHOMN
OBPA30OBATEJIbHOU INPOI'PAMMBI U OFBEM C PACHIPEJEJIEHUEM I10 CEMECTPAM

uxi (pazaen) OIT: "MupopmanronHas 6e30nacHOCTS"

JuctmmmuHa oTHOCUTCS K 00s3atenbHoi yacTi OITOIT u o6s13aTenbHa 111 OCBOCHUSI.

CBa13b ¢ npeamecTBYRIIUMHA TUCHHIVIMHAMHA (MOZIyJ'IﬂMl/I), NpaKTHKaMHu

Ne n/m HanmenoBanue CemecTp Indp xomnereHunu

1 O3HAKOMHTCIbHAS IDAKTHK 4 YK-7.1, YK-7.2, YK-7.3, OIIK-14.1, OIIK-
parciica 14.2, OTIK-14.3, YK-4.1, VK-4.2, YK-4.3

2 [TakeThl NpUKIaIHBIX IPOTPaMM IS 2 OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,

po(heCCHOHANBEHON ICATEIBHOCTH OIIK-4.2, OIIK-4.3

3 PazpaboTka mporpaMMHBIX PUIOKEHUN 2 OIIK-14.1, OIIK-14.2, OIIK-14.3

4 OCHOBBI QITOPUTMH3ALIAN U TIPOTPAMMHPOBAHUS 1 OIIK-14.1, OIIK-14.2, OIIK-14.3

5 OcHOBBI UH(OPMALMOHHBIX TEXHOJIOT Ui 1 YK-1.1, YK-1.2, YK-1.3, OTIK-4.1, OTIK-

4.2, OIIK-4.3

Pacnpeneﬂe}me YacCoB U CHUIIJIMHBI

Cemectp
(<Kypc>.<Cemectp Ha 6 (3.2) 7(4.1)
Kypce>) Hroro
Henens 14 4/6 17 1/6
Bupn zansaTtuit vo | po| vo PII I PII
Jlextuu 4 |4 |8 8 12 |12
JlabopaTopHsbie 8 8 8 8
[IpakTuueckue 4 (4 |8 8 12 |12

B Tom uncne snektpon. |6 |6 |43 |43 |49 |49

B Tom uucine B popme 2 2 2 2
MPaKT.MOATOTOBKH

HUtoro ayx. 8 |8 |24 |24 |32 |32
Konraxrthas pabota 8 |8 |24 |24 |32 |32
Cam. pabora 6464|184 |84 |148 | 148
Yacel Ha KOHTPOJIb 36 |36 [36 |36
Uroro 72|72 | 144 | 144 | 216 | 216
Bujx npoMe:xXyToOYHOM aTTecTaluu:

3auét 6 CEMECTp

DK3aMeH 7 CceMecTp

3. INTAHUPYEMBIE PE3YJIbTATbI OBYYEHUA 1O JUCUUILIUHE (MOAYJI10), COOTHECEHHBIE C
PE3YJIbTATAMHM OCBOEHHSI OCHOBHOM MPO®ECCUOHAJIBHOM OBPA30BATEJIBHOM MPOI'PAMMBI
Ipouecc u3ydeHHs1 TUCIUILTHHBI (MOAYJIS) HANIPABIICH Ha (POPMHUPOBAHHE CIEAYIOIMX KOMIIETEHIINI U HHAUKATOPOB HX

OIIK-14:Crnioco6eH pa3padaTbIiBaTh AJTOPUTMBI H KOMIBIOTEPHbIE HPOrPAMMBbI, IPUTO/IHbIE /ISl IPAKTHYECKOI0
NpUMeHeHHs.




OIIK-14.1: 3naeT nporecchl, METOIbI IIOUCKa, cOopa, XpaHeHHsI, 00paOdOTKH, IPEIOCTABICHHS, PACTIPOCTPaHEHUS HHPOPMAITIH
Y CIIOCOOBI OCYIIECTBIICHHUS TAKHUX MPOIECCOB M METOAOB (MH(OPMAIIMOHHBIC TEXHOJIOTHH ); JIOTUKY MIOCTPOCHUS W PUHIIHITBI
(YHKIHMOHUPOBAHHUS COBPEMEHHBIX SI3bIKOB IIPOrPAMMHUPOBAHHUS U S3bIKOB pabOThI ¢ 0a3aMu JaHHbBIX, Cpell pa3paboTKu
MH(QOPMALMOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIIUITEI Pa3pabOTKU aJiTOPUTMOB U KOMITBIOTEPHBIX MIPOrPaMM; COBPEMCHHBIC
SI3BIKH IPOTPAaMMUPOBAHUSI U SI3BIKK PAOOTHI ¢ 0a3aMU JaHHBIX, CPEbl pa3paboTKU HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHIA

OIIK-14.2: YMmeer BbIOMpaTh SI3BIKK IPOTPAMMHUPOBAHHUS U S3bIKK pabOThI ¢ 0a3aMu TaHHBIX, CPEJIb Pa3pabOTKH
MH()OPMALMOHHBIX CUCTEM U TEXHOJIOTUH, UCXOS U3 MMEIOIIUXCS 3a1a4; IPUMEHATh COBPEMEHHBIE SI3BIKU ITPOTPAMMHPOBAHUS
JUIs pa3paboTKN OPUTMHAJIBHBIX AITOPUTMOB M KOMIBIOTEPHBIX POTPaMM, IIPUTOAHBIX JJIS TPAKTUUECKOTO IPUMEHEHHUS, BECTH
6a3bI JaHHBIX ¥ MH()OPMAIMOHHbBIE XPAaHWININA, IPIMEHITH COBPEMEHHBIE ITPOTrPaMMHBIE CPe/Ibl pa3pad0oTKN HH(POPMAIMOHHBIX
CHCTEM M TEXHOJIOTHI; YATATh KOJBI NPOTPAaMMHBIX IPOJYKTOB, HAIIMCAHHBIX HA OCBOCHHBIX SI3bIKAX POrPAaMMHUPOBAHUS, 1
BHOCHTB TpeOyeMble H3MEHEHHS; aHAIN3UPOBATH MPO(ECCHOHANBHBIC 3aJaUl, pa3padaThIBaTh MOAXOAAIINE HHPOPMAIIHOHHBIE
peLIeHus; CaMOCTOSITENIFHO OCBaMBaTh HOBBIE JUIs CE0s1 COBPEMEHHBIE SI3BIKM TPOTPAMMHPOBAHUS U SI3bIKK paboThI ¢ Oa3zaMu
JaHHBIX, CPEbl, Pa3pabOTKH HHPOPMAIMOHHBIX CHCTEM M TEXHOJIOTHH

OIIK-14.3: Brageer HaBBIKaMH pa3paOO0TKH OPUTHHAIBHBIX aJlTOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOIHBIX IS
MPaKTUYECKOT0 NMPUMEHEHMS; HaBBIKaMU OTJIAZIKU U TECTUPOBAHUS MPOTOTHUIIOB MPOrPaMMHO-TEXHUUYECKIX KOMIUIEKCOB 33134

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/IbI, CIIOCOOLI M CPe/ICTBA MOJIy4YeHUsl, XPaHeH s, TepepadoTKU HH(OopMaLU
NP peleHny 3a1a4 NpodecCHOHATBHOI AesITeILHOCTH;

OIIK-2.1: 3HaeT OCHOBHBIE METO/IbI, CHOCOOBI U CPECTBA MOJTYUYEHUsI, XpaHEHNUs, epepaboTKu HHPOpMaIUN

OIIK-2.2: YMeeT npUMEHATh B MPO(HECCHOHATBHOMN IEATSILHOCTH OCHOBHBIC METO/IBI, CIIOCOOBI M CPECTBA MOJIYUCHUS,
XpaHeHUs, TepepadoTku HHGOpMaLUH

OIIK-2.3: BnageeT HaBbIKaMU TIPUMEHEHUS] OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/ICTB MOJIy4eHHs, XpaHEHUsI, TIepepadOTKH
HHPOpPMATTT

OIIK-4:Crnioco6eH MOHMMATH NPUHIOUIBI Pa00OTHI COBPEMEHHBIX HH(POPMAIIHOHHBIX TEXHOJIOTHIl H HCMOJb30BATh HX IS
pelreHns 32124 MPo(hecCHOHATLHOM e TeIbHOCTH;

OIIK-4.1: 3naeT nporeccsl, METOABI IIOMCKA, cOOpa, XpaHEHHs, 00pabOTKH, IPEICTABICHUS, PACTIPOCTPAHEHNS HH(POPMAIHH 1
CIOCOOBI OCYLIECTBIICHNSI TAKUX TIPOLIECCOB U METOIOB (MH(OPMAIIIOHHBIE TEXHOJIOTHUH); COBPEMEHHbBIE HHCTPYMEHTAaJIbHBIE
Cpebl, TPOrpaMMHO-TEXHHYECKHE TITaTGOPMBI U IIPOTPAMMHBIE CPEJICTBA, B TOM YHCIIE OTEUYECTBEHHOTO IPOM3BOCTBA,
UCIIOJNIb3YEMBbIE JJISl PELICHUs 3a71a4 MPO(PECCHOHANBHOM JIESITeNIbHOCTH, M IIPUHIUIIBL UX pabOThI

OIIK-4.2: YMeeT BBIOMPATh 1 MCHOIB30BaTh COBPEMEHHbBIE HH(POPMAMOHHO -KOMMYHHUKAIIMOHHBIE 1 HHTEJIEKTyalbHbIE
TEXHOJIOTHH, HHCTPYMEHTAJIbHBIE CPEJIbl, IPOrPaMMHO-TEXHHYECKUE TUIaTQOPMBI M IPOTPaMMHBIE CPEJICTBA, B TOM YHCIIE
OTEYECTBEHHOTO IIPOU3BOJICTBA, [UIS PEIICHNUS 3aa4 NPO(EeCCHOHATBHON AEATEIbHOCTH; aHATU3UPOBATH MPO(HECCHOHATIBHBIC
3aJja4u, BEIOUPATh U UCIIOJIb30BATh MOAXO0ISI1Ee HH)OPMALIUOHHBIE TEX HOJIOTHH

OIIK-4.3: Bnaneet HaBBIKaMHU paOOTHI C JAHHBIMU C IIOMOIIBI0 HHPOPMAITHOHHBIX TEXHOJIOTHIT, HABBIKAMU TIPUMCHEHUS
COBPEMEHHBIX HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U HHTEJUICKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPE/I,
MPOTPAMMHO-TEXHUYECKUX TUIATGOPM H IPOTPAMMHBIX CPEIICTB, B TOM YHCIIE OTEIECTBEHHOTO IMPOU3BOJICTBA, LIS PEIICHHUS
3a/a4 IpoPEeCCUHOHANBHON eI TEIBHOCTU

OIIK-6:Crnoco6eH pemaTsh CTaHAapPTHBIE 32124 MPO(ecCHOHAIBHOI 1eATeJIbHOCTH HA 0CHOBEe HH(OPMAIIMOHHOI 1
Oondmorpaduyeckoii KyJIbTyphl ¢ IPpUMEHeHHeM HH(POPMAIIMOHHO-KOMMYHUKAMOHHBIX TeXHOJIOTHI;

OIIK-6.1: 3HaeT npuHIUIE HHOOPMAIIMOHHOHN 1 OHOIHMOTpadhUIecKoi KyIbTyphl, METOIBI U CPENICTBA PEIICHHS CTaHIAPTHBIX
3aJa4 MpoQecCHOHANIBHON NESTENbHOCTH C IPUMEHEHHEM HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMH MH(OPMALMOHHOH Oe301acHOCTH

OIIK-6.2: YMeeT peniaTh CTaHIAPTHBIC 3312490 MPOPECCHOHATBHOMN NesTeTbHOCTH Ha OCHOBE HH()OPMAIIHOHHOM 1
6ubmrorpaduuecKkoil KyJIbTypbl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C YYETOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOH 6€30MaCHOCTH

OIIK-6.3: Biaameer MeTogaMu MOMCKA U aHaJIM3a HHGOPMAIIMHU JIJIs IOATOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, TOKIIAIO0B,
MyOJIMKaLMi, Ha OCHOBE MH(POPMANMOHHOI 1 GNOIHorpaduIeckoi KyabTypsl ¢ yIeTOM COOIIOICHNS aBTOPCKOTO TIpaBa 1
TpeboBaHuil HHPOPMAIIMOHHOH 6e30MaCHOCTH

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOAYJIA)

HaumenoBanus pa3ienos, TeM, HX HNnauxaTopsl
Koa Cemect Hnre | Mpak.
KpaTKoe coaep:kaHue U pe3yibTaTbl Yacel JOCTHKCHUSA BI/II[BI KOHTPOJIsA
3aHATHSA p PaKT. MOAT.
O0CBOCHHUSA /BI/II[ 3aHaATHSA/ KOMIIETCHIIMH
Paznen 1.0cHoBHBIE BUABI H
HCTOYHUKH aTaK Ha HH(OPMALHIO
1.1 Tema 1. OcHOBHbIE BUABI H 6 2 0 0 OIIK- YcTHBIN onpoc
HCTOYHUKH aTaK Ha HH(POPMALHIO 2.1,0I1K-
Kpartkoe conepixanue: 4.1,0I1K-
1.1 CoBpemeHHasi cUTyanus B 00,1aCTH 6.1,0I1K-14.1

HH(pOopMaMOHHOIi 6e30MacHOCTH;
1.2 Kareropuun nngopmanuoHHoii
O0e3omacHoCTH

1.3 AGcTpaKkTHBIE MOIEJIH 3ALUTHI
uHopmanumn




1.4 O630p HanbGos1ee
PacnpoCTPpaHEHHbIX MeTO10B
"B310Ma"

3HATh: COBpPeMeHHbIe MeTO/IbI
o0ecrieyeHHs HeJOCTHOCTH M 3aLIMTHI
uHGopMaIMH U TPOrPAMMHBIX
CPeACTB OT HECAHKIHOHMPOBAHHOI0
AOCTyNa U KonuposBaHus. /Jlex/

1.2 IIpakTnyeckas padora 1. 2 OIIK- Otyer no nNpakKTH4ECKOH
IIndposanne n nemmdpposanne 2.2,0IIK- | pabore, TecTHpOBaHHE
(aiisioB npu moMomM NpocTeHIMMX 2.3,0IIK-
nporpamMm 4.2,0TIK-

Kpartkoe conep:kanue: lllndppoBanue 4.3,0IIK-
u AemndpoBanue PaiijaoB npu 6.2,0I1K-
TMOMOUIM MPOCTEHIINX MPOrpaMm 6.3,0I1K-
YMeThb: BbIOPaTh COOTBETCTBYIOIIHE 14.2,0I1K-
OpraHu3alUOHHbIC U IPOrPaMMHO- 14.3
anmapaTHble CpecTBa s

OpraHu3aluu CHCTEM

HH(OPMALMOHHOI 3a1UTHI

BJIA/IETh: METOIaMH 3aIIUThI

uH$popMaIMH U MTPOrPAMMHOIO

obecreyeHust OT

HECAaHKIHOHUPOBAHHOTO 0CTYNA U

KOMMPOBAHUS

Mp/

1.3 Tema 1. OcHOBHBIE BUJBI H 32 OIIK- Bomnpocsr s
HCTOYHHUKH aTaK Ha HHGpopManuio 2.1,0IIK- CaMOIOATOTOBKH
KpaTkoe coaep:kanue: u3y4uThb 2.2,0IIK-

COBPEMEHHYH CUTYalHI0 B 00J1aCTH 2.3,0IIK-
HHPOPMaALMOHHOI 06e30N1aCHOCTH; 4.1,0IIK-
KaTeropuu nHGopMauoOHHOK 4.2,0TIK-
0e30macHOCTH; a0CTPaKTHBIE MOJEJIH 4.3,0I1K-
3amuThl nHGoOpManuu, 0630p 6.1,0I1K-
Han0o0/1ee pacnpoCcTPpaHeHHbIX 6.2,0I1K-
MeToa0B "'B3jI0oMa" 6.3,0I1K-
3HATh: COBPEMEHHbIE METObI 14.1,0I1K-
o0ecneyeHHsl MEJOCTHOCTH U 321U ThI 14.2,0I1K-
HH(OpMaNMK U IPOrPAMMHBIX 14.3
CPeACTB OT HeCAHKIMOHMPOBAHHOIO

AOCTYNA U KONHPOBAHMS

yMeTh: BbIOPATh COOTBETCTBYIOLIHE

OpraHu3alUOHHbIE U NPOrPaAMMHO-

anmapaTHble CpeIcTBa 15

OpraHu3aluu CUCTEM

UHGOPMAILIMOHHOM 3alUTHI

BJIa/1eTh: METOIAMH 3aILHUThI

uH(poOpMAIHH U MPOrPAMMHOI0

obecrevyeHust oT

HeCAHKIHOHMPOBAHHOIO 10CTyNA U

KOMMPOBAHUSA

/Cp/

Paznen 2.CereBasi 6e30aCHOCTD

21 Tema 2. CeTeBasi 6€3011aCHOCTH 2 OIIK- YcTHBIi orpoc

KpaTkoe coaep:xanne: 2.1,0IIK-
2.1 ATaKkyeMmble ceTeBble KOMIIOHEHTBI 4.1,0IIK-
2.2 YpoBHM ceTeBbIX ATAK COIJIACHO 6.1,0I1K-14.1
moaemu OSI

3HATh: YCTPOMCTBO CeTeBbIX
KOMIIOHEHTOB: cepBepa, padoune
CTAaHLMH, CPe/ia nepeJayvu
uH(pOPMAMH U Y3JIbI KOMMYTAIIMH
ceTeil
/Jlex/

2.2 IpakTHyeckas padora 2. O6:xuUM 2 OIIK- OT4er no MpakTHIECKOi
BuToi napel. CoequHeHnne pagounx 2.2,0IIK- |paore, TecTupoBaHue
crannumii B JIBC. 2.3,0I1K-




Kpatkoe cogep:kanne: O0:xxumM BUTOM 4.2,0IIK-
napsl. CoegnHeHne padoynx cTAaHUUMH 4.3,0IIK-
B JIBC 6.2,0I1K-
YMeTh: NPOEeKTHPOBATH JIOKAJIbHYIO 6.3,0I1K-
ceTb, 00beINHSIS cepBepa, padouue 14.2,0I1K-
CTAHIMHU U Cpeay Nepeaaqyu 14.3
uHpOpManHH

BJIa/IeTh: HABBIKAMH MOHTAKa

JIOKAJILHOW CeTH.

Mp/

2.3 Tema 2. CereBast 6€301aCHOCTD 32 OIIK- Bompocs! 1ist
KpaTtkoe coaep:xanune: CepBepa, 2.1,0IIK- CaMOIIOATOTOBKH
paboune cTaHIUM, cpeAa Mepeaadn 2.2,0IIK-
HHQOPMALMH H Y3JIbl KOMMYTAIlHH 2.3,0IIK-
ceTeii. DTaJIOHHASI MOJE]Ih 4.1,0IIK-
B3aMMO/JEHCTBHSA OTKPBITBIX CHCTEM 4.2,0IIK-
oSl 4.3,0I1K-
3HaTh: YCTPOICTBO ceTeBbIX 6.1,0I1K-
KOMIIOHEHTOB: cepBepa, padouue 6.2,0I1K-
CTAHIUH, CPea Neperadyu 6.3,0I1K-
HHPOPMALMH H Y3JIbl KOMMYTAllUH 14.1,0IIK-
ceTeit 14.2,0I1K-
YMeTh: IPOEKTHPOBATH JIOKAILHYIO 14.3
ceTh, 00beIMHAS cepBepa, padouue
CTAHLMM U CPeay meperaun
uHpopmanuu
BJIA/IeTh: HABBIKAMH MOHTAKa
JIokaabHO# cetn. /Cp/

24 3auer. 0 OIIK- Bomnpocs! k 3auery
3HaTh NPUMHLUIIBI HH(pOPMALMOHHOI 2.1,0IIK- Nrorosoe TectupoBaHue
u Ondamorpaguyeckoii KyJabTyphl, 2.2,0IIK-
MeTOAbI M CPeCTBA pPelIeHUsI 2.3,0IIK-
CTAHJAPTHBIX 32124 4.1,0IIK-
npogeccHOHAILHOI JeTeJILHOCTH C 4.2,0TIK-
3HaeT npouecchbl, METOAbI MOUCKA, 4.3,0I1K-
cOopa, xpaHeHHs1, 00PadOTKH, 6.1,0I1K-
npeacTaBIeHHs, PACPOCTPAHEeHHUS 6.2,0I1K-
HH(opManu U crocodbl 6.3,0I1K-
OCYIeCTBJICHUS] TAKUX NPOLECCOB H 14.1,0IIK-
MeToA0B (MH()OPMALMOHHbIE 14.2,011IK-
TeXHOJIOTHH); COBPEMEHHbIE 14.3

HHCTPYMEHTAJIbHbIE CPebl,
MPOrpaMMHO-TeXHUYECKH e
m1aT¢opMsbl U IPOrpaMMHbIe
CpeACTBa, B TOM YHCJIe
0TeYeCTBEHHOT 0 MPOU3BO/ACTBA,
HCHoJIb3yeMble VISl pelleHus] 3a1a4
npogeccHOHAIBLHOM AeATeTbHOCTH, H
NMPUHIUIBI UX PAa0OTHI; JIOTHKY
MOCTPOEHUSI U MPUHIHMbI
¢GyHKIMOHNPOBaHNS COBPEMEHHBIX
SI3bIKOB NMPOTPaMMUPOBAHUS U
SI3BIKOB PadoThI ¢ 6a3aMM JaHHBIX,
cpea pa3padoTku HH(POPMAMOHHBIX
CHCTEM U TeXHOJOTWil, TIPUHIMIbI
pa3padoTKH aJropuTMOB U
KOMIbIOTEPHBIX POrpamMMm;
COBpeMeHHbIE SI3BIKH
MPOrpaMMHUPOBAHUSI U A3BIKH PadOTHI
¢ 0a3aMM JaHHBIX, cpe/ibl pa3padoTKH
HH(OPMALMOHHBIX CHCTEM U
TEXHOJIOTHiA;

YMeeT BHIOUPATH U HCHOJIB30BATH
coBpeMeHHbIe HH()OPMALTMOHHO-
KOMMYHHUKAIIMOHHBIE 1
HHTEJUIEKTyaJIbHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHbIE CPebl,
NMPOrpaMMHO-TeXHUYECKHe




J1aT(OpMbl H POrPaAMMHbIE
CPeACTBa, B TOM 4Hc/Ie
0Te4eCTBEHHOI 0 IPOM3BOACTBA, NI
pelueHusi 32124 NpodeccuoHaIbHOI
JAeATeTbHOCTH; AHAJTU3MPOBATH
npodeccHOHATBHBIEC 3a]a4H,
BBIOMPATH U UCHO0JIB30BATH
noaxoasimue nHGpopManHOHHbIE
TeXHOJIOTHH; BHIOUPATD S3BIKH
NPOrpaMMHPOBAHMS H SI3BIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKH
UHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHii, HCXOAS M3 MMEIOLIUXCS
3a/1a4; MPUMEHATh COBPeMeHHbIe
SI3BIKH MPOTPAMMHPOBAHUSA IS
pa3padoTKN OPUTHHAJIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NpOrpaMm, NPMIroAHBIX JJIs
NPaKTHYeCKOIr0 NPUMEHEHMs1, BECTH
0a3bl JaHHBIX M HHPOPMALIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpeMeHHBbIE MPOrpaMMHBbIe Cpebl
pa3padoTKu HH(POPMALMOHHBIX
CHCTEM U T€XHOJIOTHIi; YUTATH KOABI
NPOrpaMMHBIX NIPOAYKTOB,
HANMCAHHBIX HA 0CBOCHHBIX S3BIKAX
NporpaMMHpPOBaHNs, H BHOCUTH
TpedyemMble H3MEHEHH;
aHAJM3MPOBATH NPogecCHOHATbHBIE
3aa4u, pa3padaTeIBaTh NOIXOASIIIHE
uH(OpMaNMOHHbIE PELIeHNUS ;
CaMOCTOSITeJIbHO OCBAUBATH HOBbIE
JJ1s1 ce0s1 COBpeMEHHbIe SI3bIKU
NPOrpaMMHPOBAHMSA U SI3bIKH PadOTHI
¢ 0a3aMH JaHHBIX, Cpeibl, pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHIf;

Buaaneer HaBbIKamMu paboThI ¢
JaHHBIMH C IOMOIIbIO
HHG(POPMALIMOHHBIX TEXHOJIOTHIH;
HaBBbIKAMHU NPUMEHEHMSs
cOBpeMeHHbIX HHGOPMALMOHHO-
KOMMYHUKAIHOHHBIX H
HHTeJLIeKTYaJbHbIX TeXHOJIOIHii,
HHCTPYMEHTAJIBHBIX Cpef,
NPOrpPaMMHO-TEXHHYECKHX MJIaTHOpPM
U NPOrPaAaMMHBIX CPE/ICTB, B TOM
YyHcie 0Te4ecCTBEHHOI0 IPOM3BO/ICTBA,
JJIs1 pelieHus 32124
npo¢ecCHOHATBLHOM 1esITeIbHOCTH;
HABBIKAMH Pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB H
KOMINBIOTEPHBIX MPOrpamMM,
NPUTOHBIX ISl IPAKTHYECKOT 0
NpUMeHEeHHUs ; HABBIKAMHU OTJIAJAKHU U
TeCTUPOBAHMSA MPOTOTHIIOB
NMPOrpaMMHO-TeXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/3auér/

Paznen 3. Kpuntorpadus

3.1

Tema 3. Kpunrtorpagus
KpaTkoe conep:xxanue:
3.1 Kinaccuuxanus
KPUNTOAJITOPHTMOB

3.2 CumMeTpUYHbBIE
KPHITOAITOPUTMBI

OIK-
2.1,011K-
4.1,011K-

6.1,01K-14.1

VYeTHBIl onpoc




3.3 CuMMeTpHYHbIe KPUITOCHCTEMbI
3.4 AcuMMeTpHYHbIEe
KPHNTOAITOPUTMBI

3HATB: KJIacCH(PUKALHUIO
KPHNTOAITOPUTMOB, MPHHIIUI
paboThl CHMMETPHYHBIX
KPUITOAITOPUTMOB M KPHIITOCHCTEM,
NPUHIHUI Pa6oThl ACHMMETPHYHBIX
KPUITOAITOPUTMOB H

KpunrocucteMm. /Jlex/

3.2 IMpakTnyeckas padora 3. MeToabl 1 OIIK- OTyer no mpaKTUIECKOH
CpeacTBa 321U ThHI HHPOPMAIIMH B 2.2,0IIK- | pabote, TecTHpOBaHUE
Microsoft Office 2.3,0IIK-

KpaTtkoe cogep:xanne: Meroasl 1 4.2,0IIK-
CpeaCcTBa 321U Tl HHPOPMALNH B 4.3,0IIK-
Microsoft Office 6.2,0I1K-
YMeThb: €031aBaTh CHMMETPHYHBIE 6.3,0I1K-
KPHITOAJITOPUTMBI U 14.2,0IIK-
acHMMeTPUYHbIe KPHITOAJITOPUTMBI 14.3
BJIa/1eTh: HABBIKAMM 3a1IM(POBKHU

JAHHBIX CHMMETPHYHBIMA U

acHMMeTPUYHBIMH

xpunroaiaroputmamu /Ilp/

3.3 JlaGopaTopHas padora 1. OIIK- Ortyer 1o 71a0. padore
Kpunroanropurm TEA 2.2,0IIK-

KpaTkoe cogep:xanune: Peannzanmus 2.3,0IIK-
xpunroaiaropurma TEA Ha si3bIke 4.2,0IIK-
nporpammuposanus Pascal 4.3,0I1IK-
YMETb: €031aBaTh CHMMETPUYHbBIE 6.2,0I1K-
KPHMNTOAJITOPUTMBI U 6.3,0I1K-
aCHMMETPHYHBbIC KPHIITOAJITOPUTMBI 14.2,0I1K-
BJIa/IeTh: HABBIKAMM 3a1IM(POBKHU 14.3
JAHHBIX CHMMETPHYHBIMHA U
acHMMeTPUYHBIMH
Kpunroaaroputmamu /J1a6/

3.4 JlaGopaTopHasi pa6ora 2. OIIK- Ortuer no 71a6. pabore
Kpunroaaropurm Rijndael 2.2,0TIK-

KpaTkoe cogep:xanue: Peanuzanmus 2.3,0IIK-
kpunroaiaropurMa Rijndael na sa3pike 4.2,0IIK-
nporpammupoBanus Pascal 4.3,0IIK-
yMeTh: €031aBaTh CHMMeTPUYHbIE 6.2,0I1K-
KPHIITOAJITOPHTMBI U 6.3,0I1K-
ACHUMMETPHYHbIE KPUIITOAJTOPHUTMbI 14.2,0TIK-
BJIaJIeTh: HABBIKaMH 321U POBKHU 14.3
JAHHBIX CHMMETPHYHBIMHA U
acHMMeTPUYHBIMH
kpunroairoputmamu /JIad/

3.5 JlaGopaTopHas padora 3. Ilepenaua OIIK- Ortuer 1o ;1a6. pabore
3alM(PPOBAHHOIO TEKCTA 2.2,0I1K-
kpunroaaroputmom Rijndael 2.3,0IIK-

Kpatkoe cogepxxanue: Ilepegaua 4.2,0I1K-
3alM(POBAHHOIO TEKCTA 4.3,0IIK-
kpunroaaroputvom Rijndael mo 6.2,0I1K-
JIOKAJIbHOI CeTH Ha A3bIKe 6.3,0I1K-
nporpammuposanus Pascal 14.2,0I1K-
yMeTh: €C031aBaTh CHMMeTPUYHbIE 14.3
KPUITOAITOPUTMBI

acHMMeTPUYHbIe KPHNTOAJITOPHTMBI

BJIaJieTh: HABBIKAMH 3aIIM(PPOBKHI

JAHHBIX CHMMETPHYHBIMHA U

acCHMMeETPUYHBIMH

kpunToaiaropurmamu /Ja6/

3.6 JlaGopaTopHasi padora 4. [Ipuem OIIK- Ortuer 1o ;1a6. pabore
3alM(PPOBAHHOIO TEKCTA 2.2,0I1K-
kpunroaaroputmom Rijndael 2.3,0IIK-

Kpatkoe conepxanue: [lpuem 4.2,0I1K-
3aln(ppoBaHHOIO TEKCTA 4.3,0IIK-
kpunroaaroputvom Rijndael mo 6.2,0I1K-




JIOKAJIbHOM CeTH M ero pacmm@poBKa

6.3,0I1K-

Ha si3bIKe nporpamMMupoBanus Pascal 14.2,0I1K-
yYMeTb: C031aBaTh CHMMeTPHYHbIE 14.3
KPHNTOAITOPUTMBI H

acHMMMeTPHYHbIe KPHITOAITOPUTMbI

BJIaJeTh: HABBIKAMH 32U (PPOBKH

AAHHBIX CHMMETPHYHBIMH 1

aCHMMeTPUYHBIMHA

kpunroairoputmamu /JIad/

3.7 Tema 3. Kpunrorpadpus 42 OIIK- Bompocs! 1t
Kpatkoe cogep:xxanue: Taiinonucs, 2.1,0IIK- CaMOIIOATOTOBKH
KpHNTOrpadusi ¢ KI040M, 2.2,0IIK-
CHMMETPHYHbIE KPHUIITOAITOPUTMBI, 2.3,0IIK-
aCHMMETPHYHBbIC KPHNITOAJITOPHTMBI, 4.1,0IIK-
NepecTAaHOBOYHBIE, IIOACTAHOBOYHbIE, 4.2,0I1K-
NMOTOKOBBIE MU(PbI, OJI0YHbIE 4.3,0IIK-
mugpsl 6.1,0I1K-
3HATB: KJIACCH(PUKAIMIO 6.2,0I1K-
KPHIITOAJITOPUTMOB, IPHHIAIT 6.3,0I1K-
padoTbl CHMMETPHYHBIX 14.1,0IIK-
KPHNITOAJITOPUTMOB H KPUIITOCHCTEM, 14.2,0I1K-
NPUHIHUI Pad0Thl ACHMMeTPHYHBIX 14.3
KPHNTOAITOPHTMOB H KPHIITOCHCTEM.

YMeTb: c031aBaTh CHMMETPHYHbIE
KPHNTOAITOPUTMBI H
acHMMeTpHYHbIe KPHITOAITOPHTMBI
BJIaJeTh: HABBIKAMH 3aIIH(PPOBKH
JAHHBIX CHMMETPHYHBIMH 1
aCHMMeTPUYHBIMHI
kpunroaiaroputmamu /Cp/

Paznen 4.I110 u undgopmanuoHHas
Oe3onacHocTh. KomniexkcHas cucrema
0e3omacHOCTH

4.1 Tema 4. I10 u undopmanoHHas 6 OIIK- VYcrHblit ompoc
0e3omacHoCcTh. KoMIiekcHas cucreMa 2.1,0IIK-
0e30MmacHOCTH 4.1,0IIK-
Kpartkoe coaep:xanue: 6.1,0I1K-14.1

4.1 O630p coBpemennoro I1O

4.2 OmmoKu, NpUBoOAsIIHE K
BO3MO:KHOCTH aTaK Ha uHGopMaIHI0
4.3 OcHOBHBIE NOJTOKEHHS M0
paspadorke I10

4.4 Knaccupuxanus
HHGOPMAIMOHHBIX 00bEKTOB

4.5 Moautuka poaei

4.6 Co3naHue NOJMTHKHU
uHpopManHOHHOI 0e30MacHOCTH

4.7 MeToabl odecrevyeHust
0€30TKa3HOCTH

3HaTh: HH(POPMALMOHHAS
0e30MacHOCTb B ONepPalMOHHbBIX
cucTeMax, NPUKJIAIHBIX MPOrpaMmax,
OMMOKH, MPUBOASIIHE K
BO3MOKHOCTH aTaK Ha HHGopMaLHUIo,
OCHOBHbBIE T0JIOKEHHS 10 pa3padoTke
O, kaaccudukxanmio no TpedyemMoi
cTeneHu 0e30TKa3HOCTH,
KJIaccuGuKanys M0 ypoBHIO
KOH(UIeHIHATbHOCTH, TPEOOBAHMSA
1o padore ¢ KOHPUAEHIHATBLHON
undopmanueii,

YMeThb: OPraHU30BaTh
HHGOPMAIMOHHYIO 6€30N1aCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEHUS 10
pa3padortke I1O, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CIY:KD




XpaHeHHs1 JaHHBIX J0CTUIaeTcs ¢
NOMOLILI0 CHCTEM CAMOTECTHUPOBAHMS
U BHeCeHHs1 U30BITOYHOCTH HA
Pa3/IMYHBIX YPOBHSAX: alllIaPATHOM,
NpOrpaMMHOM, HHGOPMAaLIMOHHOM
BJIA/IeTh: HABBIKAMHM HACTPOMKHU
HH(popManuOHHOJ 0e30NACHOCTH B
oNepalMOHHBIX CHCTEMAX,
NPHUKJIAJHBIX IPOrpaMMmax,
HABBIKAMH IPHMEHEHHSI OCHOBHBIX
noJio:keHuii mo paspadorke I10,
METOAMKOM CO31aHUs NOJIUTHKH
0e30nmacHOCTH NpeANPHATHS,
COCTOSIICH M3 y4€Ta OCHOBHBIX
(HauboJiee ONACHBIX) PHCKOB
HHGOPMANHMOHHBIX aTaK.

/Jlex/

4.2

IIpakTHyeckas padora 4. I'enepanust
kmoveil. lllugpoBanne n
pacmugpoBKa coodeHuii B
nporpamme PGP.

Kpartkoe conep:xanue: I'enepanus
xoyeii. lllndposanne u
pacummpoBKa cool1eHUl B
nporpamme PGP.

yMeTb: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTD B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
paspabortke I10, ocymecTBIATH
0e30TKa3HOCTh CEPBHCOB M CJIYKO
XpaHeHMs1 AAHHBIX JOCTHTaeTCs C
NMOMOIIBIO CHCTEM CAMOTECTHPOBAHMSA
U BHECeHMs M30bITOYHOCTH HA
Pa3JH4YHBIX YPOBHAX: aNapaTHOM,
NpoOrpaMMHOM, HHGOPMATMOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
HH(OPMAMOHHOIT 0€30MaACHOCTH B
onepanUHOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
HaBbIKAMHU NPUMEHEHHs OCHOBHBIX
noJio:keHuii mo pazpadorke I10O,
METOIUKOMH CO3aHUs MOJUTHKH
0e30MacHOCTH NpeANpPUSITHS,
COCTOsIIIIel U3 y4eTa OCHOBHBIX
(HanboJiee OMAaCHBIX) PHCKOB
HHGPOPMALIMOHHBIX ATAK.

Mp/

OITK-
2.2,011K-
2.3,011K-
4.2,0TIK-
4.3,011K-
6.2,0T1K-
6.3,0T1K-
14.2,011K-

14.3

OTyer no mpakTUIECKOH
pabore, TeCTUpOBaHHE

43

IIpakTHyeckas padora S. U3menenue
napoJibHoii ¢ppasel. PGP quck
Kpartkoe conep:xanune: I3meHeHue
napoJibHoii ¢ppassl. PGP quck

YMeThb: OPraHUu30BaTh
HH(popManHOHHYIO 6€30MaCHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEeHHUS 110
pa3padortke I1O, ocymecTBIATH
0e30TKa3HOCTh CEPBHCOB M CJIYKO
XpaHeHHsI IAHHBIX IOCTHTAETCS C
MOMOIIBI) CUCTEM CAMOTECTHPOBAHMS
U BHECEHHs U30BbITOYHOCTH HA
Pa3/JM4YHBIX YPOBHAX: aNNIapaTHOM,
NpOrpaMMHOM, HHGOPMAIHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKHU
HH(OPMALMOHHOIT 6€30MacCHOCTH B
onepanMoOHHBIX CHCTEMAX,

OIK-
2.2,0TIK-
2.3,011K-
4.2,0TIK-
4.3,0T1K-
6.2,011K-
6.3,011K-
14.2,0T1K-

14.3

OTueT 1o MpakTU4ecKou
pabote, TecTHpOBaHue




NPHUKJIATHBIX MPOrpaMmax,
HABBIKAMHU NIPUMEHEHHUs 0CHOBHBIX
nmoJiokeHuii mo paspadorke I10,
METOAMKOMH CO31aHus NOJIHTHKH
0e30nmacHOCTH NpeANpPHUATHS,
cOCTOsIIeH M3 y4eTa OCHOBHBIX
(HanboJiee OMACHBIX) PUCKOB
HHPOPMANMOHHBIX aTaAK.

Mp/

4.4 IIpakTHyeckas padora 6. 2 OIIK- OTuer 1o npaxkTH4ecKon
3ammdpoBka u pacumppoBka 2.2,0IIK- | pabote, TecTUpoBaHUE
JAaHHBIX ajaroputMom RSA. 2.3,0I1K-
KpaTkoe cogep:kanue: 3amudposka u 4.2,0IIK-
pacm@poBKa JAHHBIX AJTOPHTMOM 4.3,0IIK-
RSA 6.2,0I1K-
yMeTb: OPraHHU30BaTh 6.3,0I1K-
HHPOPMALMOHHYIO 6€30I1ACHOCTD B 14.2,0I1K-
OonepanuoOHHBIX CHCTeMAX, 14.3
NPUKJIATHBIX POrpaMMax,

NPHUMEHATh OCHOBHbIE MOJIOKEHHUS 110
paspadotke 110, ocymecTBIATH
0e30TKa3HOCThL CEPBHUCOB U CJIYXKO0
XpaHeHHsI JaHHBIX JOCTUTAeTCs ¢
NMOMOLIBI0 CHCTEM CAMOTeCTHPOBAHUS
U BHeCceHHsI M30BITOYHOCTH HA
Pa3IMYHBIX YPOBHAX: aNMapaTHOM,
NMPOrpaMMHOM, HHGOPMATHOHHOM
BJIaeTh: HABBIKAMH HACTPOHKH
HHPOPMaANMOHHOM 0€30IIACHOCTH B
ONepanMoOHHbIX CHCTEMAX,
NPUKJIATHBIX IPOrpaMMax,
HAaBBIKAMH MPHMEHEHHs] OCHOBHBIX
nmoJio:keHuii mo paspadorke I10,
METOIMKOM CO31aHUS MOJUTHKH
0e30MmacHOCTH NpeANnPUsSITHS,
cocTosilIei U3 y4eTa OCHOBHBIX
(HaunboJiee ONMACHBIX) PHCKOB
HH(}OPMaANMOHHBIX aTaK.

Mp/

4.5 Tema 4. I10 n nndopmanuoHHas 42 OIIK- Bomnpocsr mis
oe3omacHocTh. KommiiexkcHasi cucrema 2.1,0I1K- CaMOTOATOTOBKHU
0e30macHOCTH 2.2,0I1K-
KpaTtkoe coaep:xanue: o630p 2.3,0TIK-
coBpemenHoro IO, omuokm, 4.1,0IIK-
NMPHUBOJSIIHE K BO3MOKHOCTH aTaK Ha 4.2, OIIK-
HHPOPMaNHIO, OCHOBHBIE MOJI0KEHH S 4.3,0IIK-
no paspadotke I1O. Knaccuduxanus 6.1,0I1K-
1o TpedyeMoii creneHu 0€30TKA3HOCTH, 6.2,0I1K-
KJIacCM(UKALHUS N0 YPOBHIO 6.3,0I1K-
KOH(UIEHIINATLHOCTH, TPeGOBaAHUS 14.1,0I1K-
1o padote ¢ KOHGUIEHINAIBLHOI 14.2,0I1K-
uHpopmanueii. Pekomengyemnie posn: 14.3

CHEeNHATUCT 10 HHPOPMALMOHHOM
0e3omacHocTH, BJIajesel
HHPOPMAIMH, OCTABIIUK
annapaTHOro M MPOrpaMMHOI0
obecnevyeHns, pa3padoTYMK CHCTEMbI
H/MJIM TPOTrPaMMHOr0 odecrneyeHus,
JIMHEeHHBbIN MeHeIKep UJIH MeHeIKep
0TJeJIa, ONEepPaToPhbl, AYTUTOPLI.
3HATh: HH(POPMALHOHHAS
0e30I1aCHOCTH B ONEPALIMOHHBIX
cucTreMax, NPUKJIAJIHBIX IPOrpaMMmax,
OIINOKH, MPUBOASIIHE K
BO3MOKHOCTH aTaK Ha uHdopManuio,
OCHOBHbIE I10JI0KeHUS M0 pa3padoTke
O, kaaccnpukanuio no Tpedyemoii
cTeneHH 0e30TKA3HOCTH,




KJIaccupuKanys M0 ypoBHIO
KOH(UIeHIHATbHOCTH, TPEOOBAHMSA
no padore ¢ KOHQUIAEHIUAIBLHOMI
uHpopManmeii,

yYMeTb: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTD B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
pa3padortke I1O, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CIY:K0
XpaHeHMs1 AAHHBIX JOCTHTaeTCs C
NMOMOIIBIO CHCTEM CAMOTECTHUPOBAHMSA
U BHECeHHs M30BITOYHOCTH HA
Pa3JM4YHBIX YPOBHAX: aNNapaTHOM,
NMpPOrpaMMHOM, HHGOPMATHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKHU
HH(OPMALMOHHOIT 6€30MaCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPHUKJIAAHBIX IPOrpaMmax,
HAaBBIKAMU MPUMEHEHHS OCHOBHBIX
NoJ10KeHui no paspadorke I10,
METOHUKOMH CO3JaHUS MOJUTHKH
0e30MacHOCTH NpeAnpUsITUS,
cOCTOsIIeH M3 yYeTa OCHOBHBIX
(HaunboJiee OMACHBIX) PUCKOB
HH(OPMANMOHHBIX aTaK.

/Cp/

4.6 JK3aMeH. 36 OIIK- Bonpockl k sK3amMeHy

3HaTh NPUHUUNBI HHPOPMALUOHHOI 2.1,0IIK- | MToroBoe TecTHpOBaHUE
u Oubauorpaduieckoi KyJabTyphbl, 2.2,0IIK-
METO/IbI H CPE/ICTBA PeleHUsl 2.3,0IIK-
CTAHAAPTHBIX 32124 4.1,0IIK-
npogeccHoHAILHOM NeATeTbHOCTH C 4.2,0IIK-
3HaeT npouecchbl, METOAbI MOUCKA, 4.3,01IIK-
cOopa, xpaneHusi, 00padoTKH, 6.1,0I1K-
npeacTaBJIeHHs], PACIPOCTPAHEeHHUS 6.2,0I1K-
HH(pOpMAIHMHU U CNIOCOOBI 6.3,0I1K-
OCYIIECTBJICHUS TAKMX MPOLECCOB U 14.1,0IIK-
MeTo10B (MH(OPMATIMOHHbIE 14.2,0TIK-
TeXHOJIOTHH); COBpeMeHHbIe 14.3

HHCTPYMEHTAJIbHbBIE CPeAbl,
NPOrpaMMHO-TEXHHYECKHe
miaaTgopmMsl 1 IPOrpaMMHbIe
Cpe/CTBa, B TOM YHCJIe
0Te4yecTBEHHOI'0 IPOM3BO/ICTBA,
HCNoJIb3yeMble ISl pelleHus 3a1a4
npo¢ecCHOHAIBHOM 1eSITeIbHOCTH, U
NPUHIHUIBI UX Pad0ThI; JOTHKY
NMOCTPOEHUS] U MPUHIUATIBI
(pyHKnMoHNMpoOBaHMs COBPEeMEHHBIX
SI3IKOB POrPAMMMPOBAHMS U
SI3BIKOB PadoTHhI ¢ 6a3aMM JaHHBIX,
cpel pa3padoTKu HHGOPMAIMOHHBIX
CHCTEM U T€XHOJIOTHii, NPUHIUIIBI
pa3padoTKH aJropuTMOB U
KOMINbIOTEPHBIX IPOrpamMM;
COBpeMeHHbIe SI3bIKH
NPOrpaMMHUPOBAHNS U A3BIKH PAadOTHI
¢ 6a3aMH JaHHBIX, cpelibl pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TEeXHOJIOTHii; YMeeT BbIOUPATh U
HCNOJIb30BAaTh COBPEMEHHbIE
HHG(POPMALIUOHHO-
KOMMYHUKAIMOHHbIE M
HHTeJJIEKTyaJbHble TEXHOJIOTHH,
HHCTPYMEHTAJIbHBIE CpPe/ibl,




NPOrpaMMHO-TeXHHYECKHe
J1aT(OpMbl H NPOrPaAMMHbIE
cpeacTBa, B TOM 4YHucJjIe
0Te4eCTBEHHOI 0 IPOM3BOACTBA, NI
pelueHust 3a1a4 NpodeccHOHATbHOM
JAeATeIbHOCTH; AHAJTU3MPOBATH
npogeccuoHaJbLHbIC 32/1a4H,
BBIOMPATH U HUCMOJIL30BATH
noaxoAsimue HHGpopManuoHHbIE
TeXHOJIOTHH; BBIOUPATD S3BIKH
NPOrpaMMHPOBAHMSA M SI3bIKH Pa0OThI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKH
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHH, HCXOAS U3 HMEIOIIMXCS
3aja4; NPUMEHATh COBPpEeMEeHHbIe
SI3BIKH MPOrPAMMHPOBAHMS IS
pa3padoTKN OPUTHHAIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NpOrpaMm, NPMIroAHBIX JJIs
NPaKTHYeCKOIr0 NPUMEHEHMs, BECTH
0a3b1 JAaHHBIX H HH)OPMAIIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpeMeHHBbIe IPOrpaMMHBbIe Cpeabl
pa3padoTKu HH(POPMALMOHHBIX
CHCTEM M TeXHOJIOTHIi; YUTATH KOJbI
NPOrpaMMHBIX NPOAYKTOB,
HANMCAHHBIX HA 0CBOCHHBIX SI3BIKAX
NporpaMMHpPOBaHNs, H BHOCHTH
Tpedyemble M3MEHEHH;
AHAJIN3MPOBATH NMPO(deccHoHAIbHbIE
3aa4u, pa3padaTeIBaTh NOIXOASIIIHE
uHopMaNHOHHbIE PeLIeHNUS ;
CaMOCTOSITeJIbHO OCBAUBATH HOBbIE
1J1s ce0s1 COBpeMEHHbIe SI3bIKH
NPOrpaMMHPOBAHMSA U SI3bIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, Cpelibl, pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TexHoJIoruii; Biageer HaBbIKaMu
padoThI ¢ JAHHBIMH C IOMOIIBIO
HHG(POPMALIMOHHBIX TEXHOJIOTHIH;
HaBBbIKAMHU NPUMEHEHMSs
cOBpeMeHHbIX HHGOPMALMOHHO-
KOMMYHUKAIHOHHBIX H

HHTEJIEKTY AJbHBIX TeXHOJIOTHIA,
HHCTPYMEHTAJIBHBIX Cpel,
NPOrpaMMHO-TEXHHYECKHX IIaTGopm
U NPOrPaAaMMHBIX CPE/ICTB, B TOM
YyHcie 0Te4ecCTBEHHOI0 IPOM3BO/ICTBA,
JJIs1 pelieHus 32124
npo¢ecCHOHATBLHOM 1esITeIbHOCTH;
HABBIKAMH Pa3padoTKHu
OPUTHHAJIBHBIX AJITOPUTMOB B
KOMINBIOTEPHBIX MPOrpamMM,
NPUTOIHBIX VISl IPAKTUYECKOT 0
NpUMeHEeHHUs ; HABBIKAMHU OTJIAJAKHU U
TeCTUPOBAHMSA MPOTOTHIIOB
NMPOrpaMMHO-TeXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/Ix3amen/

Ilepeyenb NpuMeHsIeMbIX AKTHBHBIX U HHTEPAKTUBHBIX 00pPa30BaTeJIbHbIX TEXHOJIOTHIA:

Komnsromepnasa mexnonozusn ooyuenusn

OcHOBaHa Ha HCIOJb30BaHUU MH()OPMAITMOHHBIX TEXHOJOTHIA B Y4eOHOM Tporiecce. Peanmu3anys JaHHOW TEXHOJIOTHH
OCYILIECTBJIIETCS IOCPEJCTBOM KOMITBIOTEPA U MHBIX MYJIIbTUMEAUMHBIX CpeACTB. Vcnosib30BaHNE KOMITbIOTEPHBIX TEXHOJIOT U
JIeNaeT y4eOHBIH MPOIecC He TOIBKO COBPEMEHHBIM U II03HABATEIbHBIM, HO HHTEPECHBIM JIST 00YYAFOLTIXCS

Texnonozusn o6yuenusn 6 compyoHuyecmee




TexHonorus 00y4eHHs B COTPYIHUIECTBE UCIOIB3YeTCs B 00pa30BaTeIbHON MPAKTHKE ST TPEOTOJICHHS MOCTEICTBINA

VHJMBHYaJIbHOTO XapaKTepa yueOHON eI TeIbHOCTH CYOBEKTOB U MX CTPEMJICHUH NCKIIIOYNUTEIBHO K UHIMBHYaIbHBIM
obOpa3oBaTeNbHBIM TOCTIKEeHUsIM. OHA MO3BOJISIET 000TATUTH OIBIT U IPHOOPECTH Uepe3 YUEOHBIN TPyl T HABBIKH COBMECTHUMOMN
JIeITeIIbHOCTH, KOTOPBIE 3aTEM MOTYT CTaTh HEOOXOJUMBIMH B Oyayliel mpodeccHoHanbHOM U COLMaTbHOM AESTEIbHOCTH B
TedeHue KU3HM. LIens TeXHOIoTHN COCTONT B (POPMUPOBAHNN YMEHHN Y CyOBEKTOB 00pa3oBaTenbHOTO mporiecca 3¢ dekTnBHO
paborarb cool1ia BO BpeMEHHBIX KOMaH/1aX ¥ I'PYIIax U T0OMBaThCs KaueCTBEHHBIX 00pa30BaTENbHBIX PE3yIbTaTOB

5. METOJAYECKHUE YKA3ZAHUSA JIJISI OPTAHU3AIIMN CAMOCTOSATEJIBHOM PABOTHI CTYJIEHTOB

CamocrosrenbsHast (BHeayuTopHas) paborta odyuatomerocs (nanee - CPC) — 1o mmanupyemas yueOHasi, mpakTHuecKas, yueOHo-
HCCIIeI0BaTeNbCKas, HAyYHO-HCCIIEI0BaTeNbCKas paboTa CTYIeHTOB, BEINOJIHAEMasl BO BHEAYIUTOPHOE BpeMs (CBOOOIHOE OT
AyAUTOPHBIX YIEOHBIX 3aHSATHIA) 10 331aHHUIO ¥ IPH METOJMYECKOM PYKOBOACTBE HAYYHO-TIEarOTHUECKOT0 paboTHHUKA (anee —
MpernoiaBatelib) 1 (MJIK) JHL, TPUBICKAEMbIX K pean3allii OCHOBHBIX MPO(ECCHOHATBHBIX 00pa30BaTEIBHBIX IPOrPAMM Ha HHBIX
YCIIOBHSX, HO 63 MX HEMOCPEICTBEHHOTO Y4aCTHSI.

CPC 1o 3a7aHHI0 ¥ IPU METOTUUECKOM PYKOBOJICTBE MPEMOIABATENS U (WIIK) JIUII, IIPUBJICKAEMbIX K PEATU3alul OCHOBHBIX
npodeccHoHaIbHBIX 00pa30BaTEIbHBIX MPOrPaMM Ha WHBIX YCIOBHUSX, PEATU3YETCsl BO BPEMs TPYMIOBBIX KOHCYIbTAIUH ¥ (VJTH)
MHIUBUAYaJIBHON paboTHl 00yJaloMHUXCs ¢ MPpernogaBaTesIMU Y HUBEPCUTETA | (WIIN) JINL, TPUBJIEKAEMbIX K pean3aui
00pa3oBaTeNbHBIX IPOrPaMM Ha WHBIX YCIOBHSX (B TOM YHCIIe HHANBUIYaIbHBIX KOHCYJIBTAINI), @ TAK)KE BO BPEMS TEKYIIEr0
KOHTPOJISI BBIIOJTHEHUS 3aJaHH, OTHECEHHBIX K CAMOCTOSTENBLHON paboTe 00yJaromXcsl.

Henpto CPC sBnsiercst oBnaaenue HopMUPOBaHHE KOMIIETCHIMI Yepe3 OBIaICHUE 3HAHUSIMY, YMEHUSAMH U HaBbIKAMU
po¢eCCHOHAIBHON IESTEILHOCTH 10 HAIIPABJICHUIO TIOJATOTOBKH (cnienuansHocTH). CamMocTosTenbpHas paboTa sSBiseTcs
00s13aTeNBHOMN JUIS Ka)KI0T0 00Y4aromIerocs.

DOopMEBI CAMOCTOSITEIIBHOM PaOOTH 00YJAFOIIMXCSI ONPECIIOTCS MpenoaaBaTe/sIMU kKadeap YHUBEpCUTETa IPH pa3paboTke
paboyux MporpamMM JUCIUILTHH (MOIYJEH), pabounX MpOTrpaMM MPaKTHK, TPOrpaMM T'OCYAapCTBEHHOM UTOrOBOM (MTOTOBO#)
aTTeCTalluH, METOIMIECKIX YKa3aHUH MO BBITOJHEHHUIO PAKTHIECKHX, JJAOOPATOPHBIX PadOT, HATMCAHUIO KYPCOBBIX
pabot/mpoekToB 1 BKP B COOTBETCTBHH C UX COJCPIKAHUEM.

B YHuBepcutere 000pynoBaHbI clielHaIbHBIE IOMEIEHHUS JUIS CAMOCTOSTENBHOM paboThl o0ydaromuxcs. [loMemenus s
CaMOCTOSTEIbHON PabOThI 00YIAIOIINXCS OCHAIICHBI KOMITBIOTEPHOH TEXHUKOHN ¢ BOZMOXKHOCTHIO TOAKIIOYCHHUS K HH)OPMAIIHOHHO
-TeJICKOMMYHHUKAI[OHHOH ceTH «HTepHeT» U 00eCIeYeHneM IOCTYIIa B AICKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTeIbHYIO CpeLy
YHuBepcurera.

6. OHEHOYHBIE U METOJUYECKHUE MATEPHUAJIBI

6.1. Ilepeuenb KOMMeTeHIMH ¢ YKa3aHHeM YPOBHeil nX c(popMUpPOBAHHOCTH

OIIK-14:Cnoco6en pa3padaThIBaTh aJJTOPUTMBbI 1 KOMIIBIOTEPHBIE MPOTrPaMMbl, IPUTOAHBbIE /151 MPAKTHYECKOT0
NpUMEeHeHHsl.

Heoocmamounuwtit yposenn:

He 3Haer npomueccsl, METOIBI TONCKa, cOOpa, XpaHeHHs, 00pabOTKH, IPEXOCTABICHIS, PACTIPOCTPAHCHHUS HHPOPMAIMH U CIIOCOOBI
OCYIIECTBICHHS TaKHUX IIPOIECCOB M METO0B (MH(GOPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY MOCTPOCHHS U IIPUHITUITHI
(YHKIIHOHUPOBAHNS COBPEMEHHBIX S3BIKOB IIPOTPAMMHUPOBAHUS U A3BIKOB PaOOTHI ¢ 0a3aMU JaHHBIX, Cpe]] pa3paboTKH
MH()OPMAIIOHHBIX CUCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKU alrOPUTMOB U KOMIIBIOTEPHBIX IIPOrPaMM; COBPEMEHHBIE S3bIKU
IPOrpaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMu JaHHBIX, CPEAbl Pa3pabOTKH MH(POPMAIIMOHHBIX CHCTEM U TEXHOJIOT Uil

He ymeer BbIOUpATh S3bIKU IPOrPaMMUPOBAHUS U A3bIKU pabOTHI ¢ 6a3aMU JaHHBIX, CPebl pa3paboTKU HH(POPMALMOHHBIX CHCTEM
1 TEXHOJOTHH, UCXO/S U3 UMEIONIUXCS 3a/1ad; IPIMEHATH COBPEMEHHBIC S3BIKH IPOTPaMMHUPOBAHHS JUI Pa3pabOTKH OPUTHHAIBHBIX
aITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, TIPATOIHBIX JUIS IPAKTHYECKOTO IPAMEHEHUS, BECTH 0a3bl JAHHBIX U HH(OPMAI[OHHEIE
XpaHWINIIA, TPUMEHATH COBPEMECHHBIE TPOTPAMMHBIE CPE/IbI Pa3pabOTKH HH(POPMAIIMOHHBIX CHCTEM M TEXHOIIOTHI; YATAaTh KOJIBI
IPOrpaMMHBIX NIPOJYKTOB, HAIMCAHHBIX HA OCBOSHHBIX S3bIKaX IPOrPaMMHUPOBAHUS, U BHOCUTh TpeOyeMble U3MEHEHHUS;
aHaIN3UPOBaTh NpodhecCHOHAIbHBIE 3aJa4Ul, pa3padaThIBaTh NOAXOAAIINE HHPOPMALMOHHbIE PEILICHUS; CAMOCTOSATEILHO OCBaUBaTh
HOBBIE JUIS ce0sl COBPEMEHHBIE SI3BIKM IPOrPaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMU JaHHBIX, CPEJIbI, Pa3pabOTKH
UH()OPMAIIOHHBIX CUCTEM U TEXHOJIOT Uil

He BrageeT HaBbIKaMu pa3pabOTKH OPUTHHAIBHBIX alTOPUTMOB U KOMIIBIOTEPHBIX IIPOrPaMM, HIPUTOJHBIX JUIS IPAKTHIECKOTO
[IPUMEHEHUS]; HaBbIKAMU OTJIAJKH U TECTUPOBAHUS IPOTOTUIIOB IPOrPAMMHO-TEXHUUECKUX KOMIUIEKCOB 3a1a4

Ilopozoeutii yposens:

3HaeT NPOoLEecChl, METOIbI IOUCKA, cOopa, XpaHeHusl, 00pabOTKH, IPEIOCTABICHHS, PACIPOCTPAHEHUS HHPOPMALUH U CLIOCOOBI
OCYIIECTBIICHHUSI TAKUX IPOLECCOB M METOI0B (MH()OPMAIIIOHHBIE TEXHOJIOTHN)

Ymeer BbIOMpATh A3bIKH IPOTPAMMHUPOBAHUS U A3bIKH pabOThI ¢ 6a3aMU JaHHBIX, CPEbl pa3padO0TKH HH(POPMALIMOHHBIX CUCTEM H
TEXHOJIOTH, HCXO/ISI U3 MMCIOLINXCS 33124

Brnaneer HaBbIKaMu pa3pabOTKH aJrOpUTMOB, IPUTOIHBIX Ul MPAKTHYECKOTO IIPUMEHEHHS
Ilpoosunymeutii ypoeens:

3HaeT MpOIeCcChl, METOIbI TOUCKA, cOOpa, XpaHeHus, 00pabOTKH, NPEIOCTAaBICHHS, PACIIPOCTPAaHEHHsT HH(POPMAIIUHU U CIIOCOOBI
OCYIIECTBJICHUSI TAKHX IPOLECCOB M METO0B (MH)OPMAIIOHHBIE TEXHOJIOTHH); JIOTUKY MOCTPOCHHS ¥ IPUHIIUIIBI
(hyHKIIMOHUPOBAHUSI COBPEMEHHBIX SI3bIKOB IPOrPAaMMHUPOBAHUS U SI3BIKOB paboThI ¢ Oa3aMu TaHHBIX, cpell pa3paboTKu
MH(QOPMAIOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIIMIIBI pa3pabOTKU allTOPUTMOB M KOMITBIOTEPHBIX MTPOTPAMM




Ymeer BBIOMpATh S3bIKM MPOTPAMMHUPOBAHUS U S3bIKK PabOThI ¢ 0a3aMK JaHHBIX, CPe/bl pa3paboTKU HHYOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTHH, HCXO/ISI M3 UMCIOLIMXCS 3a/1a4; IPHMCHITH COBPEMEHHBIC SI3BIKH POrPaMMHUPOBAHHS TSl Pa3pabOTKH OPUTHHAIBHBIX
QITOPUTMOB M KOMITBIOTEPHBIX IIPOTPAMM, IIPUTOHBIX IS TPAKTHYESCKOrO IPHMEHEHHS, BECTH 0a3bl TAHHBIX U HH)OPMAIMOHHBIC

XpaHuIuia, NpUMEHATbL COBPEMEHHBIC IIPOTrPaMMHBIC CPEIbL pa3pa60T1<H I/IH(i)OpMaIlI/IOHHLIX CHCTEM U TEXHOJIOTHI

Bnaz[eeT HaBbIKaMH pa3pa60TKH OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IIPOrpaMM, MMPUTOAHBIX JUIS IPAKTHYICCKOI'O
MPpUMCHCHUA

Buicokuii ypoeens:

3HaeT MpoIecChl, METOIbI TIOUCKA, cOOpa, XpaHeHus!, 00pabOTKH, MTPEJOCTABICHHUS, pACIPOCTPAaHEHHUS HH(OPMALIUH U CIIOCOOBI
OCYIICCTBIICHUSI TAKHX TPOILIECCOB M METOJI0B (MH(QOPMAIIOHHBIE TEXHOJIOTHH); JIOTUKY MOCTPOCHHS ¥ PUHITUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX SI3bIKOB MTPOTPAMMHUPOBAHHUS U SI3bIKOB pabOTHI ¢ 0a3aMU TAaHHBIX, CPe]] pa3paboTKH
UH()OPMAIOHHBIX CHCTEM M TEXHOJIOTHHl, IPUHIIMITBI pa3pabOTKU alrOPUTMOB U KOMITBIOTEPHBIX IIPOTPaMM; COBPEMEHHBIC SI3bIKU
MPOrpaMMHUPOBAHHUS U SI3BIKK PabOTHI ¢ 0a3aMHU JAHHBIX, CPEAbl Pa3paboTKH HH)OPMAIIMOHHBIX CHCTEM U TEXHOJIOTHI

YMeer BBIOMpATh A3bIKH MPOTPAMMHUPOBAHUS U S3BIKK PabOThI ¢ 6a3aMK JaHHBIX, CPEAbI pa3paOd0TKH HHPOPMALIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXO/ISl U3 UMEIOLIMXCSI 3a/1a4; IPHMEHITh COBPEMEHHBIC SI3BIKH IPOrPaMMHUPOBAHHUS IS Pa3pabOTKH OPUTHHAIIBHBIX
AITOPUTMOB ¥ KOMIIBIOTEPHBIX MPOTPaMM, PUTOHBIX JJIs MPAKTHIECKOTO MPUMEHEHHUS, BECTH 0a3bl JaHHBIX 1 HH)OPMAIIHOHHBIE
XpaHWIIUIIA, TPUMEHATH COBPEMEHHbBIC IPOTPAaMMHbIEC CPEeJIbl pa3paOb0TKU HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHI; YATATh KOJIbI
MpPOrPaMMHBIX MPOIYKTOB, HATTMCAHHBIX HA OCBOSHHBIX A3bIKaX MPOrPAMMHUPOBAHHS, U BHOCUTH TPeOyeMble H3MECHEHUSI,
aHaIM3UPOBaTh NpodhecCHOHATbHBIC 3aJa4H, pa3pabaThIBaTh MOIXOAANINE HHPOPMAMOHHBIC PEIICHHUS; CAMOCTOSATEIBHO OCBAUBATh
HOBBIC JUTs ce0sl COBPEMEHHBIC S3BIKH IIPOTPAMMHUPOBAHHUS U S3bIKK PaOOTHI ¢ 6a3aMu JaHHBIX, CPEIbL, pa3padoTKU
HH()OPMAIMOHHBIX CHCTEM U TEXHOJIOTHI

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHEIX AITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX IS IPAKTHIECKOTO
TIPUMEHEHUS; HABBIKAMU OTJIAJKH U TECTUPOBAHUS MPOTOTUIIOB MIPOrPAMMHO-TEXHUYECKHUX KOMIIJIEKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHSITh OCHOBHBIE METO/IbI, CIOCOOBI U CPeICTBA MOJy4YeHHUsI, XPaHEeHH s, TepepadoTKu UH(popManuu
MPH pellieHUH 32/1a4 NPodeccHoHATLHOM AeATeTbHOCTH;

Heoocmamounwtit ypoeenn:
He 3HaeT ocHOBHBIE METO/IbI, CITIOCOOBI U CPENICTBA MOJTYUCHUS, XpaHEHUS, epepadOTKH HHPOPMALIUK

He ymeer npuMeHSTh B IPO(heCCHOHATBHON IESITeIbHOCTH OCHOBHBIE METOIBI, CIIOCOOBI M CPE/ICTBA TTOMYICHHS, XpaHSHHS,
nepepaboTku HHpOpMAIUU

He BiageeT HaBbIKaMU IPUMEHEHUSI OCHOBHBIX METOJIOB, CIIOCOOOB U CPEACTB MONTyUYEHUsI, XPAaHEHUs], IepepaboTku HHGOpMaIUU
Ilopozoguwlii yposens:

3HaeT OCHOBHBIC METO/IBI ITepepadoTKH HHPOPMALIUU

YMeeT NpUMEeHSITh B IpodeccuoHaIbHON 1esTeNbHOCTU OCHOBHBIE METO/IbI IIepepadoTKU HHGOPMALIUU

BrnaneeTr HaBbIKaMu IPUMEHEHUS! OCHOBHBIX METOJIOB NepepaboTKu HHPOpMALUH

Ilpoosunymeutit ypoeens:

3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI IepepaboTKH HH(OPMAIU

YMeeT npuMeHsITh B IpodecCHoHaNbHON NSSITENFHOCTH OCHOBHBIE METO/IBI, CIOCOOBI TIEpepadoTKH MH(POPMAIIUU
BrnaneeTr HaBBIKAMU MPUMEHEHHUST OCHOBHBIX METOZIOB, CIIOCOO0B TIepepadoTKH HHPOPMAIIUU

Buvicokuii yposenn:

3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI U CPEICTBA MONTYYESHHUS, XPaHEHH S, IepepadoTKH HH(POPMAIHU

YMeeT NpUMeHsITh B IPO(ECCHOHATIBHOMN ASSITEILHOCTH OCHOBHBIE METO/IbI, CIOCOOBI M CPEeCTBA MOJIYUEeHH s, XPAaHEHHSI,
nepepadoTK HHOPMaIUU

Brnaneer HaBbikamMu MNPUMCHEHUS OCHOBHBIX METOJ0B, croco00B U CpCACTB NOJYYCHU S, XpaHCHUS, Hepepa60TKH I/IH(l)OpMaL[I/II/I

OIIK-4:Cnoco6eH nOoHUMATh MPUHIMIBI Pad0ThI COBPEMEHHBIX HH(OPMAIIMOHHBIX TEXHOJIOTHI H HCIO0JIL30BATh UX /LIS
pemenust 3aaa4 nNpogecCHOHAILHOM TesATeJIbHOCTH;

Heoocmamounbwtit yposens:

He 3Haer nporuecchbl, MeTo1bI TOKUCKA, cOOpa, XpaHEeHHsl, 00paOOTKH, IPEACTaBICHHs, paclpoCcTpaHeHNsI HH(OpMaIMU 1 CocoObI
OCYIIECTBIICHUS TAKHX IPOLECCOB ¥ METOJOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAIBHBIE CPEBbL,
HpOrpaMMHO-TEXHUYIECKHE IIIaT(HOPMBI U TPOrpaMMHBIE CPEACTBA, B TOM YHCIIE OT€YECTBEHHOTO MPON3BO/CTBA, HCIONb3YEMBbIE IS
penenus 3a1a4 NpohecCHOHATBHON NeITeNbHOCTH, M IPUHIUIIBI UX pabOThI

He ymeer BbIOUpaTh U UCIIOIB30BaTh COBPEMEHHbIE HH(GOPMALMOHHO-KOMMYHUKALIMOHHbIE 1 UHTEIUIEKTYalIbHbIE TEXHOJIOTUH,
HMHCTPYMEHTAJIbHbIE CPEJIbL, IPOrPaMMHO-TEXHUUECKUE IIATGOPMBI U IIPOrPAMMHBIE CPEJCTBA, B TOM YUCIIE OTEUECTBEHHOIO
MPOU3BOJCTBA, AN PEIICHHUS 3a4a4 POo(heCCHOHATBLHON AESTEIbHOCTH; aHATM3UPOBATh NPOGEeCCHOHANBHBIE 331a4H1, BRIOUPATh U
UCIIOIb30BATh MOAXOIANINE HH(POPMALIMOHHBIE TEXHOIOTUU

He BiageeT HaBbIKaMu paboThI ¢ JAHHBIMH € TIOMOIIBIO HHPOPMAITMOHHBIX TEXHOJIOTHI; HABBIKAMHU IIPUMEHEHHSI COBPEMEHHBIX
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIX U MHTEJUIEKTYaIbHBIX TEXHOJIOTHIA, HHCTPYMEHTAIIBHBIX CPell, IPOrPaMMHO-TEXHUYECKUX
WIaT(GOPM U MPOrPAMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO MTPOM3BOJICTBA, JAJIS PELICHHUS 33/1a4 MPOPECCHOHATBHON
JIESITeIIbHOCTH

Ilopozoewiit yposens:

3HaeT MpOoIeCcChl, METO bl OUCKA, cOopa, XpaHeHusl, 00pabOTKH, IPECTABICHNS, PACIPOCTPAHEHUS HHYOPMALIUH 1 CIIOCOOBI
OCYILECTBIICHHUS TAKHUX MTPOIIECCOB U METOI0B (MH()OPMAIIMOHHBIC TEXHOJIOTHH )




YMeeT BBIOMPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIIEKTyaJIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEbl, IPOrPaMMHO-TEXHHYECKUE TIaTGOPMBI IS pelIeHHs 3a1a4d MpoQeCcCHOHANBHOM AesITeIbHOCTH

Bnaneer HaBblkaMu pabOThI C JTaHHBIMH C IIOMOIIBIO0 MH()OPMAIIMOHHBIX TEXHOJIOT M
IIpoosunymulii ypoeens:

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHeHus!, 00pabOTKH, IPEACTABICHUS, PACIPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB M METOIO0B (MH(MOPMALIMOHHBIEC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAIBHBIC CPEIbI,
OPOrpaMMHO-TEXHHYECKHE IAT(HOPMBI U TPOrPAMMHBIC HCIIOIb3YEMbIC TS PELICHHUS 3a/1a4d MPO()ECCHOHAIBHOM AESTEIBHOCTH

Ymeer BLI6I/IpaTB 1 UCIIOJIB30BaTh COBPCMEHHBIC HH(bOpMaLIPIOHHO'KOMMyHI/IKaHI/IOHHLIC W UHTCIUICKTYAJIbHBIC TCXHOJIOTHUH,
HUHCTPYMCHTAJIbHBIC CPEAbI, IPOTPAMMHO-TCXHUYICCKUEC l'IJ'IaT(bOpMI)I U OpOorpaMMHBIC CPEACTBA, B TOM YHCJIC OTCUCCTBCHHOI'O
MpOU3BOACTBA, AJIs1 pEHICHUS 3a/1a1 HpO(beCCPIOHaJ'IBHOfI JACATCIIbHOCTH

Brageer HaBbIkaMu pabOTHI C JTaHHBIMH C IOMOIIBIO HH()OPMAIIMOHHBIX TEXHOJIOTHIl; HABBIKAMHU IIPUMEHEHHSI COBPEMEHHBIX
UH()OPMAIIIOHHO-KOMMYHHUKAIIMOHHBIX 1 MHTEJUIEKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPell, IPOrPaMMHO-TEXHUYECKUX
wiaThopM U MPOrpaMMHBIX CPECTB JUIS peIIeHUs 3a1a4 Npo(ecCHOHATBHON IeSITeIbHOCTH

Buicokuii ypoeens:

3HaeT MpoIecChl, METOIbI TIOUCKA, cO0Opa, XpaHeHus, 00pabOTKH, TPEACTABICHUS, PACTIPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB M METOIO0B (MH(POPMAIIMOHHBIC TEXHOIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIBHBIC CPEBL,
OPOrpaMMHO-TEXHHYECKHE MIAaT()OPMBI U IPOrPAMMHBIC CPECTBA, B TOM YHCIIC OTCYECTBEHHOTO IIPOM3BOICTBA, HCIIOIB3YEMbIC IS
pereHus 3a1a4 npohecCHOHATIBHOM ASSITEAbHOCTH, 1 IPUHIHUIIBI HX PAaOOTHI

YMeeT BRIOHPATh U UCIIOIB30BAaTh COBPEMEHHbIE HH(POPMAIIHOHHO-KOMMYHHKAIIMOHHBIE U HHTEIUIEKTyaIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIBHBIE CPEJIBl, IPOTPAMMHO-TEXHUUECKHE IUTaTGOPMBI U IIPOrPaMMHBIE CPEJICTBA, B TOM YHCIIE OTEYECTBEHHOTO
MIPOM3BOJICTBA, JUIS PELICHHS 3a/1a4 IPO(GECCHOHANBHOM e TeIbHOCTH; aHAIN3UPOBATh IPO(hECCHOHATBHBIE 3aJa4H, BEIOUPATh U
HCTIONIB30BATh ITOAXOIAIIIEe HHOOPMAITHOHHBIE TEXHOJIOTHU

Brnaneer HaBbIKaMu pabOTHI ¢ JAHHBIME C TOMOIIBI0 HH(POPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH IPUMEHEHHS COBPEMEHHBIX
“HGOPMATMOHHO-KOMMYHHKAIIHOHHBIX U HHTEJUIEKTYAIbHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX CPell, MPOrPaMMHO-TEXHHIECKUX
w1aT(GopM U MPOrpaMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO MIPOMU3BOJICTBA, AJISI PEIICHHMS 3a1a4 IPOo(peCCHOHAIBHOM
JIeSITEIbHOCTU

OIIK-6:Crnoco6eH pemaTh CTaHAAPTHBIE 321241 MPO(ecCHOHAIBHOI 1eATeJILbHOCTH HA 0CHOBEe HH(OPMALIMOHHOI 1
Oondmorpaguueckoi KyJbTyphbl ¢ IPUMeHeHHeM HHPOPMAIHOHHO-KOMMYHHKAIINOHHBIX TEXHOJIOTHIi;

Heoocmamounwtit ypoeenn:

He 3naet npuHIMNBEI HHPOPMAIHOHHOH U OHOMHOTpadMIecKor Ky IbTyphl, METOABI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
podeCCHOHATBLHON AESTETEHOCTH C MPUMEHEHHEM HH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI B C Y4€TOM OCHOBHBIX
TpeOoBaHHi HHPOPMAIHOHHOH 6e30MMacHOCTH

He ymeer peniats cranmapTHbIe 3a/1aud PO(HECCHOHATIBHOM JIeSITETbHOCTH Ha OCHOBE MH(DOPMAIIMOHHOW U OUOIHorpaduueckoit
KYJBbTYPbI C HPUMCHCHUEM I/lH(i)OpMaLU/IOHHO'KOMMyHI/IKaLlI/IOHHI)IX TEXHOJIOTUH U C Y4€TOM OCHOBHBIX Tpe60BaHPll>’l
UH()OPMAIIMIOHHON 0€30IaCHOCTH

He BrnageeT meTojaMu NOXCKa U aHaIM3a MHGOPMALMY VIS TOJTOTOBKU IOKYMEHTOB, 0030pOB, pedepaToB, JOKIAA0B,
MyOJIMKaui, Ha OCHOBE HH(POPMALMOHHON 1 6uOIHorpaduueckoi KyabTyphl ¢ YI€TOM COOJIOICHUS] aBTOPCKOTO 1IPpaBa U
TpeboBaHMI HHPOPMAIMOHHOH 0e30MacHOCTH

Ilopozoewiit yposens:

3HaeT NPUHIHUITEI HHPOPMAIIMOHHON KyIbTYpPBI, METOIBI PEIIEHHs CTAHIAPTHBIX 33124 MPO(eCcCHOHANBHOM IeSTENFHOCTH C
IIPUMEHEHNEM HH(QOPMaHOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH

YMeerT pemaTs cTaHAapTHBIE 3aJa4X IPO(ecCHOHANBHOM NeATeNFHOCTH Ha OCHOBE HH(MOPMAIOHHOH KYIBTYPHI C IPIMEHEHHEM
MH()OPMAOHHO-KOMMYHHUKAI[OHHBIX TEXHOIOTHI

Brnaneer MetoaMu oucKa U aHainu3a HHGOPMAIMU IS TOJrOTOBKU IOKYMEHTOB, 0030pOB, pedepaToB, JOKIAN0B, MyOnuKanui,
Ha OCHOBE HH(OPMALMOHHON 1 OHOIHOrpaduIecKoi KyIbTyph

IIpoosunymutii yposens:

3HaeT NPUHIMIEI HHPOPMALMOHHOH M OHOIHOTpadYecKoi KyIbTypbl, METOIBI U CPEICTBA PEIICHHs CTAaHJAPTHBIX 3a/1a4
npo¢eCCHOHAIBLHON IESTEILHOCTH C MPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUH

VYMeeT periaTh cCTaHIapTHHIC 3a0a91 TPO(HECCHOHATBHOW IESTENFHOCTH HAa OCHOBE HH(POPMAIIMOHHOM 1 GHOIHOrpaduuecKoi
KYJBTYpHI C IPUMEHEHHEM HHPOPMALMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTUH

Brageer MeTogamu moucka M aHanu3a HHGOPMALUHK JUI MOATOTOBKU JJOKYMEHTOB, 0030pOB, pedepaToB, T0KIAI0B, MyOIUKaIHi,
Ha OCHOBE NH(OPMAILMOHHON 1 6nbIHorpaduIecKoi KyIbTYphl C yYETOM COOMIOAEHHS aBTOPCKOTO IpaBa

Buwicoxuii yposens:

3HaeT NPUHIMIB HHGOPMALMOHHON 1 OMOIHoTrpadueckoi KyIbTyphl, METOIbI U CPEICTBA PEIICHHs CTAaHJAPTHBIX 3a/1a4
HpOd)eCCHOHaJ'[bHOﬁ ACATCIIBHOCTU C IPUMCHCHUEM I/IH(i)OpMaHI/IOHHO'KOMMyHI/IKaI_[I/IOHHBIX TEXHOJIOTHH H C Y4€TOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIIOHHOI 0€30MaCHOCTH

YMeeT peraTh CTaHAapTHHIE 3aJa4l IPo(HEeCCHOHATIBHON IESITeIbHOCTH Ha OCHOBE HH(MOPMAMOHHON 1 OubIrorpaduyeckon
KyIbTYpHI C TIPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHUKAIIHOHHEIX TEXHOJIOTHII U C y4eTOM OCHOBHBIX TPeOOBaHUMH
nH)OPMAMOHHOHN 0€301MacHOCTH

Buiazeer MeToaMu OMCKa U aHaIn3a HHGOPMALMH JUTs HOArOTOBKU JOKYMEHTOB, 0030p0OB, pedepaToB, IOKIa10B, ITyOInKaIHi,
Ha OCHOBE HH(POPMALMOHHON 1 OGHOIHOrpaduIecKoi KyIbTypbl C YYETOM COOJIIOACHHS aBTOPCKOTO MpaBa U TpeGOBaHMUI
MH()OPMAIIOHHON 0€30MacCHOCTH




6.2. OnucaHue KpUTepUeB OLICHUBAHUSA yCIIeBAEMOCTH

HEJIOCTATOYHBIN
YPOBEHb

OOyuatomuiics 1eMOHCTPUPYET:
- CYIIECTBEHHBIC IIPOOEITHI B
3HAaHUSAX Y4eOHOTO MaTepuara,
- IPUHLIUIHAIBHbIE OIINOKH
IPU OTBETE Ha OCHOBHEIE
BOIPOCHI OMIIeTa, OTCYTCTBYET
3HaHUE ¥ IIOHUMAaHNE OCHOBHBIX
MOHATHH U KaTeropui;

- HEIOHUMaHHE CYIHOCTH
JOTIOJIHUTENLHBIX BOIIPOCOB B
paMmKax 3aJaHuii Ouiera;

- OTCYTCTBHE YMEHUS
BBITIOJTHSATD TIPAKTUIECKHE
3a1aHus, IPELyCMOTPEHHBIC
HPOrpaMMO¥ THCIUILITAHBI
(Monyns);

- OTCYTCTBHE TOTOBHOCTH
(crOCOOHOCTH) K AUCKYCCHU U
HU3Kasl CTENICHb KOHTAKTHOCTH.

ITIOPOT OBBIN

YPOBEHb

OOyuatomuiics AeMOHCTPUPYET:
- 3HAHUS TEOPETUYECKOrO
Marepuana;

- HETIOJIHBIE OTBETHI HA
OCHOBHBIC BOIIPOCHI, OIITHOKH B
OTBETE, HEIOCTATOYHOE
IOHMMAaHUE CYHIHOCTH
U3J1araéMbIX BOIIPOCOB;

- HEYBEPEHHbIE U HETOYHbIE
OTBETHI Ha JIOIIOJIHUTEIbHBIE
BOIIPOCHI;

- HEJOCTaTOYHOE BJIaJICHUE
JUTEPaTypoOH,
PEKOMEHI0BAHHOW IIPOrpaMMOi
JUCLUIUTUHBI (MOTYJIST);

- yMeHue 0e3 rpyObIX omuO0K
pelaTh NPakTHYECKUE 3a1aHus,
KOTOpBIE CIIEAYET BHINOIHUTD.

[IPOJIBUHY ThI1

YPOBEHbDb

OOyyatomuiics 1eMOHCTPUPYET:
- 3HAHUE U MOHUMaHKe
OCHOBHBIX BOTIPOCOB
KOHTPOJHMPYEMOTo 00beMa
IIPOTrpaMMHOTO MaTepuana;

- TBep/IbIC 3HAHHUS
TEOPETHYECKOTO MaTepHaa,;

- CIIOCOOHOCTD YCTaHABIHMBATH U
OOBSCHATH CBSI3b MPAKTHKU U
TEOPUH, BEISIBISTH
IIPOTUBOPEUHS, IPOOIEMBI U
TEHJCHIIMU Pa3BUTHS;

- IPaBHUJIbHBIC U KOHKPETHBIE,
0e3 rpyObIX OIIMOOK OTBETHI Ha
MOCTaBJICHHBIC BOMPOCHI;

- YMEHHE PelIaTh MPAKTHICCKUE
3a7aHus, KOTOPbIE CIeIyeT
BBITIOJTHUTE;

- BJIaJIcHHE OCHOBHOM
JIATEPaTypo,
PEKOMEHI0BaHHOW IIPOrpaMMoi
JUCLUIUTUHBI (MOTYJIST);

- HaJTM4YKre COOCTBEHHOU
000CHOBaHHOH MMO3UIINH 110
00CYXTaeMBbIM BOTIPOCAM;

- HEe3HAUUTEIbHBIE OTOBOPKH U
HETOYHOCTHU B PACKPBITHH
OT/ICNBHBIX MOJI0KEHHI
BOIIPOCOB OuIeTa,
MIPUCYTCTBYET HEYBEPEHHOCTH B
OTBETaX Ha JIOTOJHUTEIbHBIE
BOIIPOCEL.

BBICOKUI

YPOBEHb

OOyyatomuiics 1eMOHCTPUPYET:
- ry0OKHe, BCECTOPOHHUE U
apryMeHTHUPOBAHHBIE 3HAHHS
IIPOTrPaMMHOTO MaTepuana;

- IOJIHOE TIOHUMaHHE CYITHOCTH
Y B3aUMOCBSI3H
paccMaTpUBaEMBbIX MPOIIECCOB U
SIBTICHUI, TOYHOE 3HAHUE
OCHOBHBIX MOHATHH B paMKax
00CYXTaeMbIX 3a/IaHHIA;

- COCOOHOCTD YCTaHABIHMBATh U
OOBSCHATH CBSI3b MIPAKTHKU H
TEOPUH;

- JIOTUYECKH
NOCIieIOBaTENbHbIC,
cojiep)KaTelbHbIe, KOHKPETHBIC
1 MCYEPIIBIBAIOLINE OTBETHl HA
BCE 3a7aHus OMIIETa, a TAaKKe
JOTIOJTHUTENLHBIE BOIPOCHI
9K3aMeHaTopa;

- YMEHHE PelIaTh MPaKTHISCKUE
3aJIaHus;

- CBOOOIHOE HCIIOJIL30BAHNE B
OTBETaxX Ha BOMPOCHI
MAaTepUajJoB peKOMEH/I0BaHHON
OCHOBHOM U JJOIIOJTHUTEIBHOM
JUTEPATYPEI.

Onenka
«He3aueT»,
«HEYI0BJIETBOPUTEIHHOY

Onenka
«324TeHO/y0BJIETBOPUTEIbHOY,
«yI0BJIETBOPUTETHLHO»

Ounenka
«324TEHO/XO0POLIO,
«XOPOLIO»

Ouenka
«32YTEHO/OTJIHYHOY,
«OTJIHYHO»

6.3. OueHo4Hblie cpeCTBA TEKYIIEro KOHTPOJIS

Bomnpocs! s ycTHOTO 0ompoca

Tema 1. OcHOBHBIE BUIBI K HICTOYHUKH aTaK Ha HH(OPMAIHIO
1. AprymenTtupyiite nporpecc HHQOPMAIIHOHHBIX TEXHOJIOTUI U HEOOXOJUMOCTh 0OecredeH s TH)OPMAITHOHHON

0€30MacHOCTH.

. Packpoiite oCHOBHBIE IOHATHS HHPOPMALMOHHON 0€30MaCHOCTH.
. Cucrema 3anutsl HHGOPMALUH U €€ CTPYKTYpa.

. PaccmoTpuTe 3KOHOMUYECKYH0 HHPOPMAIHIO, KaK TOBap U 00BEKT 0€30MacHOCTH.
. [IpuBeaute npodeccruoHa bHbBIC TAHBI, X BHUIIBI.

. Packpoiite nadopmanronssie yrpo3sl, UX BUAbI U IPUYUHBI BOSHUKHOBEHUS.
. [IpuBenuTe MHGOPMAIMOHHBIE YTPO3BI VIS TOCYAAPCTBA.
. [IpuBeauTe MHPOPMALIMOHHBIC YIPO3bI U1 KOMITAHHH.

2
3
4
5
6. Pacckaxkute Ipo MepCcOHAbHBIC JAHHBIC M MX 3aIHTY.
7
8
9
1

0. [TpuBeuTe MHPOPMAITMOHHBIE YTPO3bI JIs1 TIUYHOCTH ((PU3UUECKOTO JIUIA).

Tema 2. CereBast 6€301aCHOCTD

. Onumure 3anmty nHpopManuu B MaTepHeTE.
. Onuumre 3aImuTa JEKTPOHHOM MOYTHI.

. Onuiure 3alMTy OT KOMIIBIOTEPHBIX BUPYCOB.
. PaccmoTpure nomynspHble aHTUBUPYCHBIE IPOIPaMMBblL U UX KJIACCU(PUKALIUIO.

PaccmoTpuTe atakyemble ceTeBble KOMITOHEHTHI
. IIpuBeauTe ypoBHM CETEBHIX aTak coraacHo mMozenu OSI
Packpoiite 0cOOEHHOCTH 3aIUTHI HHPOPMAIMH B CEPBEPax

1
2
3
5
6. IIpuBeuTe MpUMephl OpraHN3ally CUCTEMBbI 3aLIUThl HHPOPMAIH YKOHOMUYECKUX 00BEKTOB
7
8
9
1

0. PackpoiiTe 0COOEHHOCTH 3alMThI HHQOpMAIMK B paO0YUX CTAHIHSIX




Tema 3. Kpunrorpadus

1. IlpuBenuTe KIaCCUPHUKALNIO KPUIITOAITOPUTMOB

2. IlpuBeanTte mpUHLKI PabOTHl CHMMETPHYHBIX KPUIITOAITOPUTMOB

3. IlpuBeaunTe mpUHLKN PabOTHl CAMMETPHYHBIX KPHIITOCHCTEM

4. TlpuBe/uTe IPUHIKIT PA0OTHI ACHMMETPHUYHBIX KPHIITOAITOPHUTMOB

5. TlpuBenure npUHIMI pabOTHl ACHMMETPUYHBIX KPUIITOCHCTEM

6. Onuinmte MeTO/IBI U cpecTBa 3amuThl nHdopmanuu B Microsoft Office
7. OnuimTe NPUHIUI paboThl KpunToairopurMa TEA

8. OnmmmTe TpuHIMI paboTs! Kpunroanropurma Rijndael

9. Packpoiite 0cOGEHHOCTH MEpeiauH 3aln(ppOBaHHOTO TEKCTa KpurrroanroputMoM Rijndael
10. HazoBuTe OTIINYMS TAHHONKCH OT KPUNTOTpaduu C KIFOUOM,

Tewma 4. 11O u unpopmanuonHas 6e3onacHocTb. KoMmiekcHast cucteMa 6€30acHOCTH

. Onumure nNoauTuKa 6€30MacHOCTU U €€ MPUHIIUIIBL.

. Packpoiite ¢pparMeHTapHbIl U CUCTEMHBI IOAX0 K 3allUTe HHPOPMALUH.

. Onuimure MeToAbl 3aIUThl HHHOPMALHU.

. Onumure cpeacTsa 3aUThl HHOOPMALHH.

. Packpoiite opranuzannonHoe obecneuenue Ub.

. PaccmoTpure opranmnzanuio KOHGHUICHIIMATEHOTO JETIONPOU3BOICTBA.

. HazoBuTe KOMIUTEKC OpraHU3aIOHHO-TEXHUUECKUX MEPONPHUSTHI 10 00ECTICUSHHIO 3alIUTHl HHPOPMALUH.
. B 1uem 3akmogaeTcss MH)XEHEPHO-TEXHUUECKOe 00ecIeueHue KOMIIbIOTepHOH Oe30macHoCTU?

. IIpuBenure riaH obecreyeHus! HelIpepbIBHON pabOThl U BOCCTAHOBIICHUS (DYHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAHHOM
UH()OPMAIIIOHHON CUCTEMBI.

10. B uem 3akirouaetcs ynpasieHne HHOOPMAIMOHHON 0€30MaCHOCTH Ha TOCYIapCTBEHHOM ypOBHE?

O 00 Q1N N A~ W —

Bompocs! 11 caMOTIOITOTOBKH .

Tema 1. OCHOBHBIC BH/IbI 1 HICTOYHHUKH aTaK Ha HH(OPMAIIUIO

1. IIpuBeanTEe OOBEKTHI KOMMEPYECKOH TaiHbI Ha MPEIPUSITHH.

2. PackpoiiTe COBpeMEHHYIO CUTYAIMIO B 00J1aCTH HHPOPMAIIHOHHOMN 6e3011acHOCTH;
3. HazoBuTe kareropuut ”HPOPMaIIOHHOH 0€30MaCHOCTH B OTHOIEHUU MH(OpMauu
4. HazoBure kaTeropuu HUHGOPMAIIMOHHOHN 0€30I1aCHOCTH B OTHOILEHUHN HH()OPMALIMOHHBIX CUCTEM
5. IlpuBenute abCTpaKTHBIE MOJIENH 3aIIUTHI HH(OpMaIK

6. [TpuBeuTe 0030p HanboOIEE PACTIPOCTPAHEHHBIX METOOB "B3JI0Ma"

7. Packpoiite crmocoObl MoaydeHHe Maposis Ha OCHOBE OMIMOOK aJIMUHUCTPATOpa

8. Packpotite criocoObl OMyueHHE MapoJisi HA OCHOBE OIIMOOK MOJIb30BaTeIeH

9. OnuuMTe TEPMUHAIBI 3AIMUIICHHONH MH()OPMAIIMOHHON CHCTEMBI

10. OnuimuTe CONUaIbHYIO ICUXOJIOTHIO U UHBIE CIIOCOOBI OTy4eHHUs aposiei

Tema 2. CereBast 0€30MacHOCTb

1. Onummre ocHoBHbIe ataku Ha DNS-cepsepa

2. Onummre 0COOEHHOCTH aTaK Ha IIMPOKOBEINATENbHBIC TUHUU C HEOTPAaHUYEHHBIM J0CTYIIOM

3. OmummTe 0cOOCHHOCTH aTak Ha NIMPOKOBEINATENbHbIC JINHAN C OTPAHUYSHHBIM JJOCTYIIOM

4. OnummTe 0COOEHHOCTH aTak Ha KaHAKI "Toyka-Touka'

5. B 4eM 3aKiio4aroTcsi 0COOCHHOCTH IPOCITYIINBAHMUS CETEBOr0 TpaduKa B HE BUTOH mape?

6. B yeM 3axiiogaroTcsi 0COOCHHOCTH MPOCITYIINBAHUS CETEBOTO TpaduKa B BUTOH mape?

7. B ueM 3aKimo4arTcs 0COOCHHOCTH MPOCITYLIMBAHUS CETEBOrO Tpaduka B KOAKCHAILHOM NpoBoje?
8. B 1em 3aximrouyaroTcst 0cOOEHHOCTH NPOCIYIIUBAHUS CETEBOr0O TpaduKa B OITHUCCKOM BOJIOKHE?
9. Onummre 0cOOCHHOCTH 00XKMMa BUTOH Hapsbl.

10. OnumuTe 0cOOEHHOCTH coeMHeHns pabounx craniwuii B JIBC

Tema 3. Kpunrorpadus

1. HazoBuTE 0COOEHHOCTH MEPECTAHOBOYHBIX KPUIITOAITOPUTMOB
2. HazoBuTe 0COOCHHOCTH ITOJICTAHOBOYHBIX KPUIITOAITOPUTMOB
3. HazoBuTe 0COOEHHOCTH MOTOKOBBIX HIH(POB

4. HazoBure 0coOCHHOCTH O10YHBIX HIH(POB

5. B ueM 3axitouaeTrcst npUHIUI paboThl cetn Defmrensa?

6. B ueM 3axiouaeTcst IPUHIUI PaOOTHI CKpeMOIepoB?

7. OmumuTe NPUHOUN paboThl KpunroaaroputMa RSA

8. HazoBuTe 0COOCHHOCTH XEIIMPOBaHHUS MapOJIeH
9. HazoBuTe hyHKIMU KPUITOCHCTEM
10. B yem 3akirouaeTcs TpaHCIIOPTHOE KOJAUPOBaHHE?

Tema 4. I10 u nuapopmaronHas 6e3onacHocTs. KoMmekcHas cucteMa 0e30MacHOCTH.

1. B uem 3akirodaercs 3amuTa 3JI€KTPOHHON KoMMepLrn?

2. MeHemKMEHT U ayauT HHPOPMALMOHHON 0€30MaCHOCTH Ha YPOBHE NPEANPUATHS.

3. NudopmanroHHas 0€30MacHOCTh NMPEIIPUHUMATEILCKON NesiTenbHOCTH. AynuT b aBTOMaTH3MpOBaHHBIX OaHKOBCKHX
CHCTEM.

4. PaccmoTtpure 0030p coBpemenHoro 110

5. Onumure OMmUOKH, IPUBOJAIINE K BOSMOKHOCTH aTaK Ha MH()OpMAIIHIO

6. HazoBuTe 0CHOBHBIE IOJI0XKEHU 110 pa3padorke 1O

7. lTpuBeuTe KiaccupuKauo HHPOPMAIHOHHBIX 00BEKTOB



8. B yem 3axmrouaercst monuTrka posuei?
9. OnuuKTe MPoLECcC CO3IaHUs MOTUTUKH HH(POPMALIMOHHON 0€301aCHOCTH
10. HazoBute MeTo 161 0OecrieueHus 0€30TKa3HOCTH

3ajaHus AT MPaKTHIECKUX paboT

Ipaxtuueckas pabota 1. [llndpposanue u nemmdpporanue (GailyioB mpy HOMOMIHN MPOCTEHITUX IPOrpaMM

1. Bammndpyiite n pacumdpyiire TekctoBbIi daitn nporpammoit Codefile

2. 3ammdpyiite u pacumdpyiite TEKCTOBEIH (haiin nporpammoit CryptoFan 2

3. Sammdpyiite u pacmudpyiiTe TeKCTOBHI (aitn nporpammoit DX Secure 4.0

4. 3ammdpyiite u pacumppyiite TeKCTOBBIN (aitn mporpammoit Visual AES 1.1

5. Bamudpyiite 1 pacmmppyiiTe TEKCTOBBIN (haia mpu oMoy anropurMa mudposarus CFB 1 OFB nporpammsr Visual
AES 1.1.

IIpaktudeckas padota 2. O0xuM BuTO# napel. Coequnenue pabounx cranuuii B JIBC.

1 IIpousBeanTe 0OKUM JIBYX MPOBOIOB BUTOM Maphl ¢ KOHHEKTOpoM RG4S miis noakiroueHus komibiotepos B JIBC uepe3
KOHLIEHTPATOP WJIK KOMMYTAaTOP

2 CoeauHUTE KOMITBIOTEPHI Yepe3 KOHLIEHTPATOP WIK KOMMYTAaTOP

3 IIpoBepbTe MPOMYCKHYIO CIOCOOHOCTH HonydenHoi JIBC yruauToii ping

4 TIpousBeauTe 0OKUM OJTHOTO TIPOBO/IA BUTO# Mapbl ¢ KOHHEKTOPOoM RG4S 11st moAKIIOUEHHS IBYX KOMITBIOTEPOB JIPYT K

Apyry
5 IIpoBephbTe MPOIMYCKHYIO CIIOCOOHOCTD Tonyuaennoi JIBC yrumuroit ping

IpakTrdeckast pabota 3. Merozsl 1 cpezcTBa 3amuThl wHGopmarmu B Microsoft Office
1 YcraHoBHTE MapoJib Ha OTKpeITHE (aiia B MS Word.

2 VcraHOBHTE OrpaHHYeHUs Ha popmaTupoBanne B MS Word.

3 YcraHoBHTE OrpaHnueHUs Ha pegakTupoanue B MS Word.

4 VcraHoBHTE ITapojb Ha OTKpeITHE (haiina B MS Excel.

5 Vcranosute 3amury jucta B MS Excel.

6 Ycranosute 3amuty Kauru B MS Excel.

TIpaktudeckas padota 4. I'enepanus kmoueit. [lludposanue u pacuudpopka coobiienuii B mporpamme PGP.
1 Crenepupyiite kitoun B nporpamme PGP.

2 Co3pnaiite maposibHyo (pasy K 3aKphITOMY KIIIOUY

3 CoxpaHHUTe KITIOYH U TPOU3BEIUTE OOMEH OTKPBITHIX KITFOUEH

4 3amm¢ppyiTe TEKCTOBBIH (aili Iy>KUM OTKPBITHIM KITFOUYOM H OTIPABHTE BIAACIBILY

5 Pacmmpyiite 3aKpbITHIM KIFOUOM, TIOTYYEHHBIH 3amudpoBanHbIil (aiir.

TIpakTudeckas padota 5. I3smeneHue napoibHoit hpaszel. PGP auck
1 U3menute maponbHyo Gpasy

2 Cosnaiire PGP guck

3 Ycranosure naposib Ha PGP nuck

4 Tlepemectute daiinel Ha PGP auck u ckpoiite ero

5 Boccranosure noctyn k PGP nucky

IIpakTudeckas pabota 6. 3ammppoBka 1 paciu@poBKa JaHHBIX aIroputMoM RSA.
1. Bribepete npocTele uncia p u q

2. Beramciure B MS Excel n=p * q

3. Beruncire B MS Excel f(n) = (p-1) *(q- 1)

4. Bei6epere uncio d Bzaumuo mpocroe ¢ f(n), T.e. HOJI (d, f(n))=1, 1<d<= f(n).

5. BeibepeTe uncio e Tak, utoosr e*d mod f(n) =1, e<n.

3aganus 114 1a00paTOPHBIX PaboT

JlaGoparophas pabora 1. Kpunroanropurm TEA

1. Hamucats mporpammy mudpoBaHus, HCIOIb3Yst KpUIToaaroput™ TEA Ha si3bike porpamMmupoBanus Pascal

2. Hamucats npouenypy nemmndposku DeCryptRouting va si3eike nporpammupoBanus Pascal.

3. Hammcats mporpammy mudpoBaHus U JeMH(GPOBKH OXHOBPEMEHHO.

4. HamcaTh OCHOBHYIO ITPOrpaMMy: BBOJI CTPOKOBOH MepeMeHHOM; BbI30B npoueaypsl EnCryptRouting, B kauectse
rapameTpa KOTOpoil CTpOKOBas IIepeMeHHast; BBIBOJ CTPOKOBOM MepeMeHHOM; BbI30B npoueaypbl DeCryptRouting, B kauectse
napameTpa KOTOpO# CTpOKOBasi IepeMeHHast; BbIBOJL CTPOKOBOM MepEMEHHOI.

5. PeanmzoBats kpunroanroput™ TEA B cpene nporpammupoanus Visual Basic.

JlaboparopHas pabora 2. Kpunroanroputm Rijndael

1. Pa3paboTaTp airoputm Kioda mudpoBanus kpunroanropurMoM Rijndael

2. Hamucats mporpammy mudpoBaHus, HCHOIb3yst Kpunroanroput™ Rijndael Ha si3s1ke nporpammupoBanus Pascal.
3. Pa3paboTats alropuT™ Kiroua JemudpoBKu kpuntoaaropurMom Rijndael

4. Hanmcatp nporpamMmy mudpoBanus u AemrppOBKH 0JHOBPEMEHHO Ha sI3bIKE porpammupoBanus Pascal.

4. PeanmzoBath kpunroaaroputM Rijndael B cpeme nporpamMmmupoBanwst Visual Basic.

JlaGopaTopHas pabora 3. Ilepenava 3ammudpoBaHHOT0 TekcTa KpunroanropurMoM Rijndael
1. Pa3paboTath aJrOpUTM 3aITUCH TEKCTa B TEKCTOBBIH (aii.
2. Hammucars nporpaMMy mudpoBanus, MCIIoNb3ys KpunroaaroputM Rijndael u ocymectsuTs 3anuch 3ammdpoBaHHOTO



JlabopatopHast pabota 4. TIprem 3armmppoBaHHOTO TeKCTa KpunroanroputMoM Rijndael

1. Pa3paboTarh aqropuT™M YTEHHUS TEKCTA U3 TEKCTOBOTO (paiiia.

2. Hanmcarts nporpammy aenmpoBKH, HCIIONIB3Ys KpunroanroputM Rijndael #a si3pike mporpammuposanus Pascal u
OCYILECTBUTD YTCHHE 3aIIH()POBAHHOIO TEKCTA U3 TEKCTOBOTO (hailiia B OTHOMEPHBIN MAaCCHB, KOTOPBIN 3aTeM HEOOXOAUMO
pacmudpoBars.

3. Peann3oBarth repeady Ha Apyroi kommsiotep kpunroanropurMa Rijndael B cpene nporpammuposanus Visual Basic.

TecTbl 1715l TEKYIETO KOHTPOJIS:

Tema 1. OcHOBHBIC BUJIBI M UICTOYHUKH aTaK Ha UH()OPMAIIHIO

1. T'apaHTHSs TOrO, 9TO KOHKPETHAsI HH(OPMALKsI JOCTYIIHA TOJIBKO TOMY KPYTY JIHII, AJIsI KOTO OHA IpeHA3HAYCHA;
HapyLICHHUE ITOW KaTErOPHHU HAa3bIBACTCS XUILICHHEM JIHOO PacKPHITHEM HH(POPMALAH

KOH(HICHIIUATLHOCTh

IIEIIOCTHOCTD

ayTEeHTHYHOCTh

aneIpyeMOCTh

2. TapaHTusl TOTO, 4TO MHPOPMAIHUS Ceiidac CyNIECTBYET B €€ HCXOHOM BH/IE, TO €CTh IIPU €€ XpaHSHHUHU HJIH TIepeaade He

OBbUIO IPOU3BEJICHO HECAHKIIMOHUPOBAHHBIX M3MEHEHHI; HAPYILICHUE ITOM KAaTeropuy Ha3biBaeTcs hanbcuuKanueid cooOmeHus
KOH(HICHIIUATLHOCTD

LEeJIOCTHOCTD

AyTEHTHIHOCTH

aneJUIMPYeMOCTh

3. 'apaHTHs TOTO, YTO UCTOUHUKOM MHGOPMALUY SBIETCS UIMEHHO TO JIUIO, KOTOPOE 3asBJICHO KaK €€ aBTOP; HapyIICHUE
9TOIl KaTeropuu Takxke Ha3blBaeTcs (anbcudukanueii, Ho yxe aBTopa COOOICHUS

KOH(UICHIINATEHOCTD

IeJIOCTHOCTb

ayTeHTHUYHOCTh

aneIMpyeMocTh

4. I'apaHTHs TOTO, YTO IPU HEOOXOTUMOCTH MOXKHO OYJIET J0Ka3aTh, YTO ABTOPOM COOOIICHUS SBISCTCS HIMEHHO

3asBJICHHBIN YEJIOBEK, U HE MOXKET SBJIATHCS HUKTO JAPYTOil; OTIUYUE STON KATErOPUH OT MPEABIAYIIEH B TOM, YTO TIPH MTOJMECHE
aBTOpPA, KTO-TO JIPYTrOi MBITAETCS 3asiBUTh, YTO OH aBTOP COOOILECHHUS, a IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOP IIbITAeTCs
"OTKpECTUTHCS" OT CBOMX CJIOB, MOAMUCAHHBIX UM OJHAXIBI.

KOH(HICHINATEHOCTh

LIETOCTHOCTH

ayTeHTUYHOCTh

aneyuIMpyeMoCThb

5. T'apanTHs TOTO, UTO CHCTEMa BeleT ceOs B HOPMAIbHOM H BHEIIITATHOM PEXMMaXx TaK, KaK 3aINIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOITb JOCTYTIa

KOHTPOJIHMPYEMOCTD

6. ['apaHTHsi TOYHOTO U TIOJIHOTO BBITTOJITHEHHUS BCEX KOMAaH]|
HaJIeKHOCTD

TOYHOCTh

KOHTPOJIb IOCTyIa

KOHTPOJIMPYEMOCTh

7. TapaHTHs TOT0, YTO Pa3IMYHbIE IPYIIIBI UL UIMEIOT PA3INYHBII JOCTYI K MHPOPMALlUOHHBIM OOBEKTaM, U 3TH
OrpaHUYEHMs JOCTYNA NOCTOSHHO BBIMOJIHSIIOTCS

HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb JOCTyNa

KOHTPOJMPYEMOCTh

8. I'apanTus TOrO, 4TO B JI0OOH MOMEHT MOXKET OBbITH IPOM3BECHA OIHOLEHHAS IPOBEPKA JIOOOro KOMIIOHEHTa
NIPOrpaMMHOTO KOMILIEKCa

YCTOHYUBOCTD K YMBILIUICHHBIM COOSIM

KOHTPOJIb UACHTU(DUKALIUI

KOHTPOJIb JOCTYIA

KOHTPOJINPYEMOCTH

9. 'apaHTHs TOTO, YTO KJIMEHT, MOIKIIOUEHHBII B JAHHBI MOMEHT K CUCTEME, SIBJIIETCS UMEHHO TeM, 3a KOro ce0sl BbIaeT
YCTOMYMBOCTH K YMBIIUIEHHBIM COOSM

KOHTPOJIb UICHTU(PHUKALIUT

KOHTPOJIb IOCTyIa

KOHTPOJIMPYEMOCTb



1) SBNISAIOTCS BPEIOHOCHBIMHU TIPOTPaMMaMH, KOTOPBIE MOTYT "Ppa3MHOXKAThCsA" U CKPBITHO BHEIPATH CBOU KOITHH B (haiibl,
3arpy304YHbIe CEKTOPHI JUCKOB M JOKYMEHTHI. AKTHBU3AINS KOMIIBIOTEPHOTO BUPYCA MOXKET BBI3BIBATH YHHUTOXKECHHUE IIPOTPaMM U
JaHHBIX.

2) SIBASIOTCSI BPEAOHOCHBIMH IIPOTPaMMaMH, KOTOPBIE IPOHUKAIOT Ha KOMITBIOTEP, HCIIOJIB3Ys CEPBUCH KOMITBIOTEPHBIX ceTel. 1x
AKTHBH3ALUS MOXKET BBI3bIBATH YHHUYTOXKEHHUE [TPOrPaMM H JJAHHBIX, 8 TAK)KE TOXHUILEHHE IePCOHAIBHBIX JaHHBIX MOJIb30BaT eI,
3) BpenoHOCHast IporpaMma, KOTopasi BBIIOJIHSAET HECAHKLIMOHUPOBAHHYIO MOJIb30BATENIEM IIepejady yIpaBiIeHUs] KOMIIBIOTEPOM
yIaIEHHOMY MOJIb30BATENI0, a TAKKE IEHCTBUS 110 YAaJICHUI0, MOAU(HUKAINU, cOOpY U IIepechuIKe HH(POPMAIMK TPETHUM JIUIAM.
4) 5T0 MpOrpaMMHOE WJIH alllapaTHOE oOecIeueHrne, KOTopoe MpoBepsieT HHGOPMALHIO, BXOAALIYIO B KOMIBIOTEP U3 JIOKATbHON
ceTu uim MHTEpHeTa, a 3aTeM MO0 OTKIOHSET e€, TMOO MPOITyCKaeT B KOMIIBIOTED, B 3aBHCUMOCTH OT IIAPaMETPOB.

5) mporpamma Hin Habop MPOTPaMM IJIsl CKPBITOTO B3SITHS OA KOHTPOJIb B3JIOMaHHOM CHCTEMBL. DTO YTHIHUTHI, HCIIOJIB3yeMbIe JJIST
COKDBITHUS BPEZJOHOCHOH akTUBHOCTH. OHM MAaCKHPYIOT BPEIOHOCHBIE IPOTPaMMBI, YTOOBI H30€KaTh NX OOHAPYKEHHUS
AQHTUBUPYCHBIMU IIPOTPaMMaMHU.

2. Pyrxur -

1) SABISIOTCS. BPEJOHOCHBIMH IIPOIpaMMaMU, KOTOPBIE MOTYT "pa3sMHOXKAThCs" M CKPBITHO BHEAPSTH CBOM KOIUU B (hailibl,
3arpy304YHbIe CEKTOPBI JUCKOB U JJOKYMEHThI. AKTHBU3AIUA KOMIIBIOTEPHOTO BUPYCA MOXKET BbI3bIBATh YHUUTOXKEHUE [IPOTrPaMM U
JAHHBIX.

2) ABNAIOTCS BPEJOHOCHBIMH MIPOTPaMMaMH, KOTOpPBIE TPOHUKAIOT Ha KOMITBIOTEP, HCHOINB3YsI CEPBUCHI KOMITBIOTEPHBIX ceTeil. Mx
aKTHUBH3AIHS MOJKET BBI3BIBATH YHUUTOKCHHUE IPOTPAMM U TaHHBIX, a TaKKe IOXHIIEHNE epCOHANBHBIX TaHHBIX ITOJIb30BaTEls.
3) BpemOHOCHAsI IPOTPaMMa, KOTOpasi BEIMONHAET HECAHKIIMOHNPOBAHHYIO MOJIB30BATEIIEM IIepeady yIPaBIeHNs KOMIBIOTEPOM
yIanéHHOMY MOJIb30BaTENIO, a TAKXkKe ASHCTBUS [0 YAaJlIeHHI0, MoauduKkanuy, cOopy U nepechbuike HHPOpMaLUK TPETHUM JIULIAM.
4) 3T0 IporpaMMHOE WIH alllapaTHOE oOecleueHre, KOTopoe MpoBepseT HH(HOPMAIHIO, BXOAAIIYIO B KOMIIBIOTEP U3 JIOKAIbHON
cetH uiu VMiHTepHeTa, a 3aTeM 1u00 OTKIOHAET €€, TMOO MPOIyCKaeT B KOMITBIOTEDP, B 3aBUCHMOCTH OT NTapaMeTPOB.

5) mporpamMma MiIu Habop IpOrpaMM JUIs CKPBITOTO B3STHS 110 KOHTPOJIb B3JIOMaHHOM CHCTEMBL. JTO YTHIINTEI, HCIOIb3yeMbIe IS
COKPBITHS BPEIOHOCHOH aKTHBHOCTH. OHM MacKHPYIOT BPEIOHOCHBIE TPOrPAMMEI, YTOOBI H30eKaTh X 0OHAPYKEHHS
aHTHBUPYCHBIMH ITPOTPAMMAaMH.

3. Yposens mozenu OSI, koTopsiii OTBeUaeT 3a peoOdpa30BaHUE 3JIEKTPOHHBIX CUTHAJIOB B CHUTHAJIBI CPEJIbl Tiepeiad HHPOPMAIHH
(MMITYIIBCBI HANPSKCHUS, PATMOBOJIHBI, HH(ppaKpacHbIe cCUTHAIBI). Ha 3TOM ypOBHE OCHOBHBIM KJIACCOM aTaK sIBISIeTCS ""OTKa3 B
cepBuce". ITocTaHOBKa TYMOB 110 BCEH 110JI0CE NPOITYCKaHUS KaHalla MOXKET [IPUBECTH K "HaJIe)KHOMY" pa3phIBY CBSI3U.
dusznyeckuil ypoBeHb

Kananbnsliit ypoBeHb

CereBoii ypoBeHB

TpaHCTIOPTHBIN YPOBEHD

CeaHCOBBIN yPOBEHb

4. Yposens Monemu OSI, KoTOpBIi yIpaBiseT CHHXPOHH3AINEH ABYX U OOJBIIETO KOMMIECTBA CETEBHIX a[alTepPOB, MOAKIIOYEHHBIX
K SZIMHOM cpefie mepeaaqn qaHHbIX. [IpuMepom ero sipisiercs mportokon EtherNet.

®dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcnopTHBIN ypOBEHb

CeaHcOBBIl ypOBEHb

5. ¥Yposens mozpenu OS|, kKOTOpHIif OTBEYAET 3a CHCTEMY YHUKAIIBHBIX IMEH M JOCTaBKY MAKETOB MO TOMY HMEHH, TO €CTh 3a
MapIIPYTU3aLUIo NakeToB. IIpuMepoM Takoro npoTokona spisercs nporokon Murepuera IP.

®dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcriopTHBIH ypOBEHB

CeaHcOBBIl YpOBEHb

6 Yposenb Mozeru OSI, KOTOpBIN OTBEYAET 3a TOCTABKY OOJBINMX COOOIIECHNH MO JIMHUAM ¢ KOMMYTalHeil maketoB. Tak Kak B
1o100HBIX JIMHUAX pa3Mep NaKeTa IpeacTaBisieT co0oit 00O HebombIoe yncio (ot 500 6aiit 1o 5 kunobaiir), To 11 nepenadn
OoupIIIX 00HEMOB HH(MOPMAIMU HX HEOOXOIMMO pa30HBaTh Ha Mepeatonieii CTOpOHE U COOUpaTh Ha MPHEMHOM.

dusznyeckuit ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHcniopTHBIHN ypoBEHB

CeaHCOBBII YpOBEHb

7. Yposens mogenu OS|, KOTOpEIif OTBEYaeT 3a MPOLeypy YCTAaHOBICHHS Hadala CeaHca M MOATBEpXK/cHHE (KBUTHPOBAHHE)
IIPUX0Ja KaKI0ro aKeTa 0T OTIIPABUTENS IOJIydaTello.

Pusnueckuii ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHcniopTHBIH ypoBEHB

CeaHCOBBII YPOBEHb

8. HempenycMoTpeHHOE B3aUMOJICHCTBUE JAHHBIX MEXy COOON U aHHBIX C KOAOM
Hnrepdepenuus



TaiiHonuch

Her Bepnoro otsera

2. AJITOPUTM TaKOB, 4TO IS 3AITU(PPOBKH COOOIICHHUS UCMIOIb3yeTCst OJIMH ("OTKPBITHINA'") KITFOU, H3BECTHBIH BCEM
JKENAIOIIUM, a JUTst paciinpoBKU — APYyro# ("'3aKphITHINA"), CYIIECTBYIOIINI TOJIBKO Y MOJYYaTes.
CHUMMETPHYHBIE KPUIITOAITOPUTMBI

ACHMMETPUYHBIE KPHITTOAITOPHTMBI

TaitHonuCh

Her BepHoro otBera

3. OTnpaBuTEINb ¥ MOTYYATENb POU3BOAAT HAJl COOOILICHUEM NPEoOpa30BaHusl, H3BECTHBIC TOJIBKO UM JIBOMM
CHUMMETpHYHBIE KPUIITOAITOPUTMBI

ACUMMETPUYHBIC KPUIITOATITOPHUTMBI

TaitHOMTHCH

Her BepHoro otBera

4. B 3aBHCHMOCTH OT XapakTepa BO3JICHCTBHH, IPOU3BOUMBIX HAJl TAHHBIMH, aJITOPUTMBI TIOIPA3CIISIIOTCS HA
TlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CUMMETpHYHBIE KPUNITOAITOPUTMBI 1 aCHMMETPUYHBIC KPUIITOAITOPUATMEI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro otBera

5. Meron o6paTuMBbIX MpeoOpa3oBaHKil TEKCTa, IPU KOTOPOM 3HAUCHHE, BBIYUCICHHOE OT OJIHOW U3 YacTei TEeKCTa,
HaKJIIBIBAETCS HA IPYTHE YaCTH.

Certp Deiimrens

CkpeM0Oiepbl

CHUMMeTpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHBIE KPUIITOAITOPUTMBI

IToToKOBBIE KPUIITOAITOPHUTMBI

Her Bepnoro otBera

6. B 3aBucumocTH 0T pazmepa 6110ka HHGOPMAITMH KPUITOAITOPHTMBI JIEIIATCS Ha!
IlepecTaHOBOUYHBIE U NIOJCTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U ACUMMETPUYHbIE KPUITOAITOPUTMBI
ITorokoBble U 65104HBIE

Her Bepnoro otsera

7. AITOPUTM CXKATHS OPHECHTHPOBAH HA HEOCMBICIICHHBIC TTOCIIEI0BATEIBHOCTH CHMBOJIOB KaKOro-JIn0o angasura.
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Aunroput™m Rijndael

Anroputm TEA

8. ANropuTM CKaTHsl OCHOBaH HA000POT Ha KOPPEILIIUIX MEXY PaclONOKEeHHBIMH PSIOM CHMBOJIaMH ayihaBHTa
(cIoBaMu, yIpaBISIOIIUMH TTOCIIEOBATEIFHOCTSIMH, 3aroJIOBKaMu (aiiioB pUKCHPOBAHHON CTPYKTYPHI)
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

9. B kakoM KpHIITOAITOPUTME SANHULICH KOJUPOBAHHUS SBISCTCS OUH OUT?
IoTokoBbIe WHOPBI

Brounsie mudpst

IoacTaHOBOYHBIE KPHIITOAITOPHTMBI

IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

10. B kakoM KpUNTOAITOPUTME €UHHULIEH KOTUPOBAHUS SABISIETCS OJOK U3 HECKOJIBKUX OaHTOB?
IToroxoBsle mudps!

brnounsle mudps!

IlomcTaHOBOYHBIE KPHIITOAITOPHTMBI

IlepecTaHOBOUHBIE KPUITOATITOPUTMBL

Tema 4. I1O n nnpopmanmonHas 6e3onacHocts. KoMruiekcHast cucrema 6e301macHOCTH

1. JIumo, HemocpeACTBEHHO paboTarolIee ¢ TaHHOH nH(opMaruen. 3a9acTyr0 TOIEKO OH B COCTOSTHUY PEATbHO OLICHUTh

KJacc oOpabaTeiBaeMOil HH(pOpMALIMK, a MHOT/IA ¥ PacCKa3aTh O HECTAHJAPTHBIX METOJIaX aTak Ha Hee (y3Kocnenn(pUIHbIX A1
3TOrO BHJIA IJAHHBIX ).

Crieranuct no “HGOPMALMOHHON 0€30TaCHOCTH

Bnanenen nnpopmanuu

IMocTaBmIyK anmmapaTHOTo U MPOTrPaMMHOT0 00ecriedeH st

JIvHelHbI MeHeKep

2. OOBIYHO CTODOHHEE JIUII0. KOTODOE HECET OTBETCTBEHHOCTH Ienell hUpMOii 3a MONIenKaHUue IOJKHOTO VDOBHS



Jluneitnsrit MeHeKep

3. JInmo, KoTOpoe SABISETCS NPOMEKYTOUHBIM 3BEHOM MEXAY ONEPAaTOPaMH M CIELHUANTNCTAMU 10 HHPOPMAaMOHHON
6e3omacHocTH. Ero 3amaya — cBOeBpeMEHHO M KaUeCTBEHHO HHCTPYKTHUPOBATh IOAYMHEHHBII eMy IepcoHai 000 BceX TpeOOBaHMAX
cirykOBI 0€30MaCHOCTH | CIETUTD 32 €€ UX BBIIOJHEHHEM Ha paboynx MecTax.

Crnenuanuct no HHGOpPMalUOHHOH 6€301aCHOCTH

Brnanenen uHGpopManum

TTocTaBmyk anmnapaTHOro ¥ MPOrpaMMHOTO 00ecreueHHs

JIuneiHbIl MEHEKED

4. JIuma, OTBETCTBEHHBIE TOJIBKO 32 CBOM MOCTYNKH. OHU HE MPUHUMAIOT HUKAKUX PELICHUH 1 HH 32 KeM He HAOII0AaIoT
CrieranucT 1o “HGOPMALMOHHON 0€30TTaCHOCTH

Bnanenen undpopmannu

Omneparop

JIuneiHbIl MEHEKED

5. BHemHue crienuanucTsl Wik GUPMbl, HAHUMAEMbIE IPEANPUSTUEM AT HEPHOIUUECKOH (OBOJIBHO PEAKOI) IPOBEPKH
OpraHu3aluy U GyHKIIMOHUPOBAHUS BCEH CUCTEMBI 0€30I1aCHOCTU

Crnenuanuct no MHGOPMalUOHHOH 6€3011aCHOCTH

Bnanenen undpopmanuu

Omneparop

Aynuropst

6. JIuio, KOTOpOE MPOBOAUT pacyeT U Mepepacyer PUCKOB, OTBETCTBEHEH 3a MOKCK caMoil cBexel nHdopMaimu 0o
00HapyXEHHBIX YSI3BUMOCTSX B HCHOJIB3YyEMOM B (prpmMe IporpaMMHOM 00ECIICUSHHHU U B LIEJIOM B CTaHIAPTHBIX allTOPUTMaX
Crnenuanuct no MHGOpPMalHOHHOH 6e3011aCHOCTH

Bnanenen nnpopmanuu

Oneparop

Jluneitnsrit MeHeKep

7. MakcumalibHO BO3MOXKHOE HETIPEepBhIBHOE BpeMst oTKa3a [yt nHpopmauu 0 kaacca 6€30TKa3HOCTH
1 Hepens

1 cytkm

1 gac

20 MuHYT

8. MakcumalibHO BO3MOXKHOE HENPEepPBIBHOE BpeMsi OTKa3a Juid nHpopmaiuu 1 kinacca 6€30TKa3HOCTH
1 Hepens

1 cytku

1 gac

20 MuHyT

9. MakcumalibHO BO3MOXKHOE HENPEPBIBHOE BpeMs OTKa3a Jyis HHpopMaluu 2 kiacca 6€30TKa3HOCTH
1 nenmens

1 cytku

1 yac

20 MuHYT

10. MakcuMalbHO BO3MOXKHOE HETIPEPHIBHOE BpeMs 0TKa3a A uHdopmaiuu 3 xiiacca 6€30TKa3HOCTH
1 Hepens
.

6.4. OneHo4YHbIE CPeICTBA MPOMEKYTOUHON aTTeCTANNHU

BOHpOCI)I K 3a4€TYy PaCIIOJIOKCHBI B IIPUIIOXKCHUN 1
BOHpOCI)I K OK3aMCHY PacCIIOJIOKCHBI B IIPUITIOKCHUN 2

HTorosoe TecTHpOBaHHUE K 3aUETy

(Komnerenuus OIIK-2)

1. K npaBoBBIM MeTO/1aM, 00ECIICUHBAIOLINM HH)OPMALIOHHYIO 6€301aCHOCTh, OTHOCSTCS:

1) PazpaboTka anmapaTHbIX CpeJCcTB 00ECTICUSHUS TPABOBLIX JaHHBIX

2) Pa3paboTka 1 ycTaHOBKa BO BCeX KOMIIBIOTEPHBIX IIPABOBBIX CETAX )KYPHAJIOB y4eTa AeHcTBHH
3) Pa3paboTka 1 KOHKpeTH3anus IPaBOBEIX HOPMATHBHEIX aKTOB OOecIiedeHHs 6€30IacHOCTH

4) YcraHOBKa BO BCeX KOMITBIOTEPHBIX TIPABOBBIX CETAX JKYPHAIOB y4eTa JeHCTBHI

2. OCHOBHBIMH HCTOYHUKAMU YIPO3 HHYOPMALUOHHON O€30MaCHOCTH SIBIISIOTCS BCE YKA3aHHOE B CIIMCKE:
1) XuieHue xKeCTKUX JUCKOB, IOJKIIOYEHHE K CETH, HHCAlIepCTBO

2) IlepexBaT NaHHBIX, XUILEHHUE JAHHBIX, U3MEHEHUE APXUTEKTYPbl CUCTEMbI

3) XuleHue JaHHbIX, HOAKYI CHCTEMHBIX aIMUHICTPAaTOPOB, HApyIIEHUE PeTIaMeHTa paboThl

4) IToxkym CHCTEMHBIX aAMHUHUACTPATOPOB, HAapYIIEHHUE PEeTyIaMeHTa paboThI



3. Buabl nHGOpMALIMOHHON 0€30MaCHOCTH:

1) IlepcoHanbHas, KOPIOpaTHBHAS, TOCYJAPCTBCHHAS
2) Knuenrckasi, cepBepHasi, cereBast

3) JlokanbHas, ri00a1bpHas, CMEIIaHHAS

4) CepBepHasi, ceTeBasi, CMEIIaHHas!

4. llenu nHbOpManMOHHOI 6€30I1aCHOCTH — CBOEBPEMEHHOE OOHAPYKEHUE, IIPEAYIPEKACHUE:
1) HECaHKIIMOHUPOBAHHOI'O AOCTYIA, BO3ACHCTBUS B CETH

2) uHcaiiiepcTBa B OpraHn3aliu

3) upe3BBIYAHBIX CUTYAIUH

4) OBBIILIEHUS] CKOPOCTH HHTEPHET- COSMHEHUS

5) ysydiieHus 1u3aiiHa moJb30BaTeNbCKIX HHTEP(hEiicoB

5. OcHOBHBIE 00BEKTHI HHPOPMALIMOHHON O€30MaCHOCTH:

1) KommnbtoTepHbie ceTH, 6a3bl JaHHBIX

2) b opMaIMOHHBIE CHCTEMBI, ICHXOJIOTHYECKOE COCTOSIHHIE TI0JIb30BaTeNeiH
3) BusHec-OpHeHTUPOBaHHBIE, KOMMEPYECKHE CHCTEMBI

4) Me0beinsb 1 oducHas TEXHUKA

5) IToroaHsle ycIOBHUS U KIMMaTHIECKHE H3MEHEHUS

6. OCHOBHBIMH PUCKaMH HH(POPMAITMOHHOHN 0€30MaCHOCTH SBJISIOTCS:

1) YMmeHbuieHre o0beMa, nepekoAnpoBKa HHGOpMAIUU

2) TexHuueckoe BMEIIATELCTBO, BEIBEICHUE M3 CTPOSI 000PYIOBAHUS CETH
3) IToreps, uckaxeHue, yreuka HHOpManuu

4) YBenuueHue 3apIuiaThl COTPYJHUKOB

5) IToBblIeHNE CKOPOCTH HHTEPHET -~COEAUHEHUS

7. K oCHOBHBIM IpUHIUNAM o0ecrieueHusI HHPOPMalMOHHOM 0€3011aCHOCTH OTHOCUTCS:
1) KonduaeHmanbHOCTb, [ETOCTHOCTD, TIOCTYITHOCTh

2) CxopocCTh niepenaun JaHHBIX U HU3KAN TTHHT

3) SIpKoCTh 9KpaHa ¥ SPTOHOMUYIHOCTH KIIABUATYPHI

4) YactoTa 0OHOBJICHUS COIICETEH U KOJIMYECTBO JIAHKOB

5) Kpyrnocyrounas pabora oduca u GecruiaTHbIi Kode

8. OCHOBHBIMHU CYOBEKTaMU MH(POPMAIIMOHHOM OE30IIACHOCTH SIBIISIOTCSL:
1) PykoBoaurenu, MeHEKEPHI, aIMHHUCTPATOPHI KOMIIAHUI

2) Oprassl paBa, rocyapcTsa, OusHeca

3) CereBble 0a3bl TaHHBIX, (paecpBOILIBI

4) IIporpaMMBbl JOSUTBHOCTH U MApKETHHTOBBIE aKIIUK

5) MebGenb 1 oprrexHuKa (PUHTEPHI, CKAHEPHI)

(Kommerenmms OITK-4)

1. TapaHTHs TOTO, YTO KOHKpETHAsE HH(OPMAILHS JOCTYIHA TOJIBKO TOMY KPYTY JIMII, JJIs KOTO OHa IpeIHa3HaueHa;
HapyILICHUE 3TOW KaTETOPUU HA3bIBACTCS XUILIEHHEM JINOO paCKPBITHEM HHPOPMALIUH

1) xoH(pUAEHIIMATBHOCTH

2) IEeJI0CTHOCTh

3) ayTeHTUIHOCTH

4) anennmupyeMocThb

2. I'apanTust Toro, uto HH(GOpPMaIKs celdac CyIIeCTBYET B €€ HCXOIHOM BHJIE, TO €CTh MPH ¢ XPaHCHUH WJIH Niepeiaue He

OBUTO MTPOU3BEICHO HECAHKITHOHHPOBAHHBIX U3MEHEHHIT; HAPYIIICHHE 3TOM KaTeropuu Ha3biBaeTcs (aibCUHKALNEH COOOIICHNUS
1) koH(pUACHITHATIBHOCTD

2) ETOCTHOCTh

3) ayTeHTUYHOCTh

4) anemumpyeMocThb

3. l'apaHTHst TOTO, YTO KCTOYHUKOM WH(POPMAIUH SBJISIETCS HIMEHHO TO JIMIIO, KOTOPOE 3asBJICHO KaK €€ aBTOp; HapyIlICHHE
STON KaTerOpUH TaKXKe Ha3bIBacTCs (habCUPUKALIUEH, HO yXKe aBTOpa COOOIICHUS

1) koH(MUAECHIMATFHOCTH

2) IeI0CTHOCTh

3) ayTeHTHYHOCTh

4) anemumpyeMocThb

4. l'apaHTus TOrO, 4TO NPU HEOOXOIUMOCTH MOXKHO OyJIET J0Ka3aTh, YTO ABTOPOM COOOILECHHS SBISETCS UMEHHO

3asIBJICHHBIN YE€JIOBEK, U HE MOXET SBJIATHCS HUKTO APYroi; OTINYNE STOW KATErOPUHU OT MPEBIAYIIEH B TOM, YTO NP MOJMEHE
aBTOPA, KTO-TO JIPYTrOH MBITAETCS 3asiBUTh, YTO OH aBTOP COOOIICHHS, a PU HAPYIICHUH aleJUIMPYEMOCTH — CaM aBTOP IIbITAeTCs
"OTKpPECTUTHCS" OT CBOMX CJIOB, TIOJIMCAHHBIX UM OTHAXKIBI.

1) koH(MUAECHIATHFHOCTH

2) IeI0CTHOCTh

3) ayTeHTHYHOCTD



2) TOYHOCTh
3) KOHTpOJIb IOCTYIIA
4) KOHTPOJIUPYEMOCTh

6 Yposenb moaenu OSI, KOTOpBIA 0TBEYAET 3a JOCTABKY OOJBIINX COOOIICHHH MO JIMHUSIM C KOMMYTAIIUCH MakeToB. Tak Kak B
NOJJOOHBIX JIMHUAX pa3Mep IaKeTa MpeJcTaBisieT co0oit 00brdHO HeGosbmoe yncio (ot 500 Gaift 10 5 KHI06alT), TO A epeaadu
6oubIINX 005EMOB HH(GOPMAIIUU UX HEOOXOIUMO Pa30UBaTh Ha Iepearolleil CTOpoHe U coOMpaTh Ha IPUEMHOM.

1) ®usuyeckuil ypoBeHb

2) KananbHbli ypoBeHb

3) CereBoii ypoBeHb

4) TpaHCTIOPTHBINA yPOBEHD

5) CeaHCOBBIIf ypPOBEHB

7. Yposens mozenu OSI, koTopslii OTBEUaeT 3a MPOLIEAYPY YCTAHOBJICHHUS Havyajla ceaHca v MOATBEepKIeHNE (KBUTHPOBAHHUE)
MPUXO0JIa KOKAOTO MaKeTa OT OTIPABUTEIIS MOIYIaTEIO.

1) ®usnyeckuii ypoBeHb

2) KananbHbli ypoBeHb

3) CereBoil ypoBeHb

4) TpaHCTIOPTHBIN yPOBEHD

5) CeaHcOBBIIf ypOBEHB

8. HempenycMoTpeHHOE B3aMMOICHCTBHE TAHHBIX MEXy COOOW M JAHHBIX C KOJIOM
1) Uurepdepeniust

2) HapyiieHue HessBHBIX OTpaHUYCHUT

3) Her BepHOro oTBeTa

4) udpaxous

(KommeTtentus OITK-6)

1. Ipunnun Kupxroda:

1) CexpeTHOCTP KITIO4a OMpeeieHa CEKPETHOCTHIO OTKPBITOTO COOOIIEHUS

2) CekpetHocTh HH(GOPMAIINH OTPE/ieieHa CKOPOCTBIO TIepeIaun JTaHHBIX

3) CekpeTHOCTh 3aKPBITOTO COOOIEHHS OTIPEICIISCTCS CEKPETHOCTRIO KITFOUa

4) CexpeTHOCTh HUH(MOPMAIIMH 3aBUCHT OT [[BETOBOW raMMBbI HHTEpQelica CHCTEMbI

5) CreneHb CEKPETHOCTH ONPENEILETCsl FPOMKOCTBIO 3BYKOBOT'O COIIPOBOXKACHUS IIPHU Nepeiade JaHHBIX

2. OUII - aro:

1) OnextpoHHO-LIMBPOBOH Tpeodpa3zoBaTelib
2) DnexTpoHHO-1IU(POBas MOAINCH

3) DnekTpoHHO-IU(BPOBOH TPOIECCOp

4) DnekTpOHHO-IIU(HPOBOI IPOTOKOI

5) DnekTpoHHO-IH(POBOH TIPHUOOP

3. Hamnbonee pacrpocTpaHeHBI yrpo3bl HHPOPMAIIMOHHOH 0€30MacHOCTH KOPIOPATUBHON CHCTEMBI:
1) IToxynka nHenunenzuonuoro 110

2) OmmoKH 3KCIUTyaTaluy ¥ HEYMBIIUICHHOTO U3MEHEHUS PEKUMa paOOThl CUCTEMBI

3) Co3HaTenbHOrO BHEAPEHUS CETEBBIX BUPYCOB

4) Ce3oHHBIC KOJIEOaHHS TEMIIEPATyPHI B CEpPBEPHOI KOMHATE

5) Ucrnions30BaHNEe COTPYAHUKAMH HE3PTOHOMUYHBIX Kpecel

4. Hanbonee pacnpocTpaHeHBI YTPO3bl HHPOPMAITMOHHON OE30ITaCHOCTH CETH:
1) Hcnonp3oBaHme ycTapeBIINX MOHHTOPOB COTPYHUKAMH

2) HemocraTouHoe KOMMYIECTBO KOMHATHEIX PAaCTeHUH B orice

3) ®ummnr, DDoS-ataxu, Bpenonocuoe 10, nHcaiinepckue yrpossl

4) OrcyrcTBHe KO(eMaIluHb B IEPETOBOPHON KOMHATE

5) HeperynsipHast yOopka CepBEepHOTO IIOMEIICHHUS

5. Haubosee pacnpocTpaHeHbI cpeacTBa BO3ACHCTBUS Ha ceTh oduca:

1) CKBO3HSIKH U3 OTKPBITHIX OKOH B OHCe

2) Bpenonocuoe I1O (BupycHl, TPOSHEL, ransomware), GUIIMHTOBBIE aTaKH, HECAaHKIIMOHHPOBAHHBII JOCTYII 4epes3
ys3BumocTH, DD0S-atakn

3) HepocrarouHoe KOIMYECTBO PO3ETOK UL 3apSLKH YCTPOUCTB

4) Vcnonp3oBaHKue COTPYIHUKAMH PYUEK BMECTO KapaHJamien

5) Otcyrereue Tabandku ¢ WiFi-naponem Ha peceriieHe

6. YTeukoii ”HGOpMaLUK B CUCTEME Ha3bIBACTCS CUTYalUs, XapaKTepu3yemasi:

1) HecaHKIIMOHMPOBAaHHBIM PAcpOCTPAaHEHHUEM KOH(PUICHIMABLHBIX JAHHBIX 32 MPE/ICIIbl 3aIUIICHHOTO KOHTYpa
2) Cny4aiiHBIM OTKJIFOYEHHEM MOHUTOPA y COTPYIHHUKA

3) IlnanoBbIM 0OHOBIIEHHEM aHTUBUpYcHOTO 110

4) IlepecranoBkoii Mebenu B ouce

5) ABTOMaTHYECKUM CO3JaHUEM PE3EPBHOM KOITMH AaHHBIX



1) LlenocTHOCTB
2) locTynHOCTh
3) AKTyaJIbHOCTh
4) ToCTOBEpHOCTH

8. ¥rposa undopmanoHHoi cucreMe (KOMIIBIOTEPHOMI CEeTH) — 3TO:
1) BepositHOE coObITHE

2) lerepMuHHpOBaHHOE (BCET/Ia ONpPEIEeTICHHOE) COObITHE

3) CoOsbITHE, TpOUCXOAALIEE TTIEPHOANYECKU

4) locToBepHOE COOBITHE

9. Nudopmarus, KOTOPYHO CIIEAYeT 3alIMIIaTh (0 HOPMATHBAaM, IPABUIIAM CETH, CHCTEMbI) HAa3bIBACTCS:
1) PermamentupoBanHoit

2) IIpaBoBoit

3) 3amurnaemoit

4) OOBEKTUBHOMN

(Komnerenuust OTIK-14)

1. K aciektam nHpOpMaMOHHON 0€30MacHOCTH OTHOCATCS (BBIOpaTh HE MEHEe ABYX BapUAHTOB)
1) AuckpeTHOCTH

2) lenoctHOCTH

3) KonduaeHuaapHOCTh

4) AKTyalnbHOCTH

5) HocrynHoCcTh

2. Kaxkoii opran o0ecrieurBaeT 6€30MacHOCTb yupeskaeHuil PO, Haxoadmuxcs 3a npejesiaMu ee TeppUTOpUl, U
KOMaHIMPOBaHHBIX 32 IPaHUIly rpaxaaH PO, nmeromux no poay cBoei IesSTeIbHOCTU JOIYCK K CBEJCHHUSM, COCTaBIISIOIIMM
TOCYIapCTBEHHYIO TaliHY?

1) ®enepanbHast ciryxba 6e30macHOCTH

2) ®enepanbHas ciryx0a KOHTppa3BEAKU

3) Ciyx0a BHEIIHE# pa3BeKku

4) ®epepanbHas Ciryx0a M0 TEXHHIECKOMY KOHTPOJIIO M SKCIIOPTHOMY KOHTPOITIO

3. Ycunenue npaBonprUMEHATEIBHON IESITEILHOCTH OPTaHOB UCIIONHUTEIBHON BIACTH OTHOCHTCS
1) kK npaBOBBIM MeTOAAaM OOecIeueH st HHPOPMAITMOHHOH 0€3011acHOCTH

2) K OpraHM3alMOHHO-TEXHHUYECKIUM METO/IaM oOecrieueHss MHPOPMAIMOHHOH 0€3011acCHOCTH

3) K 5KOHOMHYECKUM MeTOaM oOecrieueH sl HHPOPMALMOHHON 0€301MacHOCTH

4) K NOJMTUYECKUM MEeTOoZaM obecrieueHus] HHPOPMALMOHHON 0€301acHOCTH

4. dm3nueckue CpeacTBa 3aMUTEl HHPOPMAIIIH

1) CpexncTa, KOTOPBIC PEANH3yIOTCS B BHJIE aBTOHOMHBIX YCTPOIHCTB U CHCTEM

2) YcrpolicTa, BCTpanBaeMbIe HETTOCPEACTBEHHO B ammaparypy AC UM ycTpoicTBa, KOTOPEIE COMPSATAIOTCS C alapaTypon
AC 1o cranaapTHOMY HHTEpdeiicy.

3) D10 mporpaMMsl, IIpeAHa3HAYEHHBIE JUIS BBIIOIHEHUS (QYHKIMH, CBA3aHHBIX C 3alIUTON HH(opMauu

4) CpencTBa, KOTOpPBIE PEANU3YIOTCS B BUE 3JEKTPUUECKHX, JIEKTPOMEXaHUYECKUX U 3JIEKTPOHHBIX YCTPOICTB.

5. TexHu4eckue CpeICTBA 3aUTHI HHGOPMaUH

1) Cpencta, KOTOpBIE PEATU3YIOTCS B BU/I€ ABTOHOMHBIX YCTPOMCTB U CUCTEM

2) YcrpolicTa, BCTpanBaeMble HETIOCPEICTBEHHO B anmapatypy AC mim ycTpoHcTBa, KOTOPEIE COMPATAIOTCA C alllapaTypoi
TI0 CTaHAapTHOMY HHTepdeHcy

3) OT0 mporpaMMEI, IIpeHa3HAYCHHBIC IS BEITIOTHEHHS (YHKITHI, CBA3aHHBIX C 3aIIUTON HH(OpManuy

4) CpexnctBa, KOTOPBIC PEATH3YIOTCS B BHJE 3JTEKTPHIECKHX, ITEKTPOMEXaHNUECKIX U IIEKTPOHHBIX YCTPOHCTB

6. Kaxoii u3 nepeuncieHHbIX aIrOPUTMOB MH(GPOBAHUS SBISIETCSI CAMMETPUIHBIM?
1) RSA
2) AES
3) DSA
4) ECC
5) PGP

7. Ilon nzonsuueii u pasnenenueM (Tpedosanue k obecnedenuto Mb) nonnmaror

1) ®usnyeckoe pa3MelleHUE CEPBEPOB B Pa3HBIX IOMEILECHUAX 31aHUS

2) Mcnonp3oBaHue pa3HbIX [[BETOB HHTepdelica A1 pa3IMIHbIX IPYIII HONb30BaTeNeH

3) OrpanuueHue AOCTYyIa MOIb30BATEINEH U MPOLECCOB K CTPOTO ONPEACIEHHBIM PeCypcaM CUCTEMBI
4) 3anpet Ha COBMECTHBIE 00€Ibl COTPYIHUKOB U3 Pa3HBIX OTICIIOB

5) ABTOMaTHYECKOE OTKIIOYEHHE MOHUTOPOB IIPH MpocToe Gosiee 5 MUHYT

WTOroBOE TECTUPOBAHKE K IK3AMEHY
(Komnerenuus OIIK-2)
1. Uadbopmanmst He SIBISIOMIASCS OOIEIOCTVIIHON. KOTODAst CTABUT JIMIL. 00JaIaloIINX CH0 B CHIIV CBOETO CIIVKEOHOTO TOJIOKEHHUS B



3) OaHKOBCKas TaiiHa
4) koHduICHIIMATBEHAS HHPOPMALUS

2. apaHTHA TOTO, YTO KOHKpETHAask HH(POPMAIHS TOCTYIIHA TOJBKO TOMY KPYTY JIMLL, A KOTOPBIX OHA IIpeJHa3HaueHa
1) KoH(bUAEHIMATIBHOCTh

2) eI0CTHOCTh

3) IOCTYNHOCTb

4) ayTeHTU4HOCTb

5) anempyemMocThb

3. T 'apanTus Toro, uto AC Bener ce0si B HOpMATbHOM U BHEIITATHOM PEXHME TaK, KaK 3alJIaHuPOBAHO
1) TouHOCTH

2) HaIe)KHOCTD

3) KOHTPOJIUPYEMOCTh

4) ycToH4MBOCTh

5) IOCTYIHOCTb

4. CocoOHOCTb CHCTEMBI K LIEJICHAIPABIEHHOMY IIPUCIIOCOOIEHHIO IPU U3MEHEHUH CTPYKTYPBI, TEXHOJIOTHYECKUX CXEM HIIH
YCIOBUH ()YHKIIMOHHUPOBAHUS, KOTOpoe cracaeT Biajensiua AC oT He0OX0JUMOCTH MPUHATHUS Kap JMHAIBHBIX MEp O HOJIHOM
3aMeHe CPEACTB 3aIIUTHI Ha HOBBIE.

1) mpuHIUT CUCTEMHOCTH

2) IPUHINATT KOMIUTEKCHOCTH

3) MpUHINIT HETTPEPHIBHOM 3aIIUTHI

4) NpUHIMII pa3yMHOM 10CTaTOYHOCTH

5) npuHIUT THOKOCTH CUCTEMBI

5. B xnaccudukanuio BUpyCcoB MO CIOCO0Y 3apakeHUs! BXOAT
1) onacHele

2) ¢aitnoBbie

3) pe3ueHTHBIE

4) 3arpy304HbIe

5) Hepe3uIeHTHBIe

6. KoMIuieke MpeBEHTUBHBIX Mep TI0 3alIUTe KOHPHUICHIIMATBLHBIX TAaHHBIX U HHPOPMAIUOHHBIX MPOLIECCOB HA MPEAIPHATHH 3TO. ..
1) xommnekcHoe obecrieuenue b

2) 6e3omacuocth AC

3) yrpo3za b

4) araka Ha AC

5) monuruka 6e30macHOCTH

7. Bupycsl, He CBS3BIBAIONIIE CBOM KOIHH ¢ (haifTamu, a co3aroIye CBOM KOIIMY Ha AUCKaX, He U3MEHAA IPYTux (aifios,
HAa3bIBAIOTCSL:

1) KOMIIaHBOH - BUPyCaMU

2) uepBu

3) mapa3uTn4eckue

4) MakpOBHPYCHI

5) mpuspaku

8. K Buzam crcteMsl 0OHapyXEHHS aTak OTHOCSTCSL:

1) cucremsl, oOHapykeHus ataku Ha OC

2) cucTeMbl, OOHapYKESHHUS aTaKi Ha KOHKPETHBIE MTPUIIOKEHUS
3) cucrembl, 0OHApYKEHHUS aTaKK Ha yJaleHHbIX bJ]

4) Bce BapHaHThI BEPHbI

9. ABTOMaTH3MpPOBaHHAS CUCTEMA JIOJDKHA 00eCreunBaTh
1) HaEXXHOCTD

2) DOCTYIHOCTb

3) LENTOCTHOCTE

4) KOHTPOIHUPYEMOCTh

10. OCHOBHBIMH KOMIOHEHTaMH MAPOJIBHOI CHCTEMEI SBISIOTCS
1) unrepdeiic agMuHUCTpaTOpa

2) XpaHUMasi KOs HapoJist

3) 6a3a maHHBIX YYETHBIX 3amucel

4) Bce BapHaHTHI BEPHbI

11. Hexotopoe cekpeTHOe KOJIMYECTBO MH(QOPMAIIMHU, U3BECTHOE TOJILKO MOJIb30BATEINIO U MAPOJILHOW CHCTEME, KOTOPOE MOXKET OBbITh
3aIlOMHEHO IOJIb30BATENIEM U MPEIBSIBICHO LIS IPOXOXKISHHUS MPOLEAYPHI ayTeHTH(PUKAIIAH ITO ...

1) unentuduxarop moxp3oBaTest

2) mapoiib 0JIb30BaTEIL

3) yueTHast 3aIHCh [10Ib30BATEIIS



12. K npuniunam nHGOPMAUOHHON 0€30MaCHOCTH OTHOCSTCS
1) ckpbITOCTH

2) MacTabHOCTh

3) cCHCTEMHOCTh

4) 3aKOHHOCTh

5) OTKPBITOCTH aITOPUTMOB

13. K BUpycaM U3MCHSIONINM Cpey OOUTAaHUS OTHOCATCS:
1) uepBu

2) cTyneHuecKre

3) nonumopQHbIe

4) CITyTHUKH

14. OxpaHa nepcoHaIbHBIX JaHHbBIX, TOCY/IaPCTBEHHOM CITy>KeOHOI U IPYruX BUAOB HHQOpMAIMK OTPaHUYCHHOTO JAOCTYIA 3TO. ..
1) 3amura uHGpOpMALUH

2) KomnbloTepHas 6€301acHOCTD

3) 3amumeHHOCTs HHGOpMALUH

4) Be3omacHOCTh JaHHBIX

(KommeTtenmus OITK-4)

1. B 3aBucuMocTH OT pa3mepa 01oka HHPOPMAIMH KPUIITOAITOPUTMBI IENSTCS Ha:
1) [lepecTranoBOYHBIE U IOACTAHOBOYHBIE

2) CUMMETpHUYHBIE KPUITTOAITOPUTMBI 1 aCUMMETPHYHBIE KPUIITOAITOPUTMBI

3) I[ToTokoBBIC U OJIOYHBIC

4) Hert BepHOro oTBETa

2. AITOpUTM CXKaTHs OPUEHTUPOBAH Ha HEOCMBICIICHHBIE [TOCJIEA0BATEILBHOCTH CUMBOJIOB KaKOT0-1100 andasura.
1) Anroputm Xaddpmana

2) Anroputm Jlemnens-3usa

3) Anroput™ Rijndael

4) Anroputm TEA

3. ANTOpPHUTM CXXATHS OCHOBAH HA000POT Ha KOPPEIAIMAX MKy PacHONIOKEHHBIMU PSIIOM CHMBOJIAMH andaBuTa
(cmoBaMu, yHpaBIAIOIIIME OCIEA0BATENFHOCTSIMI, 3aT0JIOBKaMH (aiinoB GUKCHPOBAHHOH CTPYKTYpHI)

1) Anroput™m Xadpmana

2) Anroputm Jlemnens-3uBa

3) Anroput™ Rijndael

4) Anroputm TEA

4. B KakoM KpHITOAJITOPUTME €IHHUILIEH KOIUPOBaHHUS SIBISETCS OJUH OUT?
1) IToTokoBbIE MHUPHI

2) brousnsie mudpst

3) [ToncTaHOBOYHBIE KPHIITOAITOPUTMBI

4) IlepecTaHOBOYHBIE KPUNTOAITOPUTMBI

5. B KakoM KpUNTOAITOPUTME €MHHULIEH KOTUPOBAHUS SIBISIETCS OJIOK U3 HECKOIBKUX OalTOB?
1) IToroxoBble mudpst

2) Briounsle mudpsl

3) IloacTaHOBOYHBIE KPUIITOAITOPUTMBI

4) IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

6. JIntio, HEMOCPEACTBEHHO paboTaromiee ¢ JaHHOH nH(popMalueil. 3a4acTyio TOIBKO OH B COCTOSIHIH PEATbHO OICHHUTb

KJ1acc 00pabaTeiBaeMoil HH(GOPMAIUH, a HHOTa M PAcCKa3aTh O HECTAaHAAPTHBIX METOaX aTak Ha Hee (Y3KOCTICIU(HIHBIX IS
9TOTO BUJA JAHHBIX).

1) Crnenmanuct no nHdopmMarioHHOH 0€30MacHOCTH

2) Brnaneneu nHpopmauu

3) ITocTaBuMK anmapaTHOTrO U MPOrPAMMHOT0 00eCTIeueHHs

4) JluneitHbIit MEHEIDKED

7. OOBIYHO CTOPOHHEE JIMII0, KOTOPOE HECET OTBETCTBEHHOCTS Iepe]] pUpMOii 3a moiepKaHue T0JDKHOTO YPOBHS
“HPOPMALMOHHON 0€30MaCHOCTH B TIOCTABIISIEMbIX UM IIPOJIYKTOB.

1) Crieranuct o nHGOPMAaIHOHHOW 0€30MaCHOCTH

2) Brnaneneu nHpopmauu

3) ITocTaBuMK anmapaTHOTrO U MPOrPAMMHOT0 00eCcTIeueHHs

4) JIuHeiHbIH MEHEIKED

8. JIuo, KOTOpoe SBISAETCS MPOMEKYTOUHBIM 3BEHOM MEXK]y OTIEpaTOpaMH U CIICHHATMCTAMH 110 HH)OPMAIIMOHHOM
6e3omacHoctu. Ero 3a/1aua — CBOEBPEMEHHO U KaUECTBEHHO HHCTPYKTHPOBATH MOYMHEHHBIH eMy HepcoHall 000 Bcex TpeOOBaHHIX
CIry>KObI 0€30MIaCHOCTH U CJIEJUTh 32 €€ UX BBIIOJHEHHWEM Ha pabouux MecTax.

1) Cneumanuct no nHbODMALMOHHON 0€30IMacHOCTH



9. JInua, OTBETCTBEHHBIE TOJIBKO 32 CBOU NMOCTYNKH. OHM HE NPUHUMAIOT HUKaKUX PEIICHUH U HU 32 KeM He HaOIIoIatoT
1) Cneunanuct no nHGOPMAIMOHHOM 6€30MaCHOCTH

2) Bnaneneu napopmauu

3) Omneparop

4) JIuHeiHbIi MeHeKeD

10. BHenHue crenuaaucThl Wid (GupMbl, HAHUMaeMble IPEeIIPUATHEM UL IEPUOANIECKON (TOBOJIBHO PEIKON) IPOBEPKU
OpraHu3aluy U GyHKIUOHHPOBAHUS BCEH CUCTEMBI 0€30IaCHOCTH

1) Cnenuanuct no “HGOPMALMOHHON 0€301aCHOCTH

2) Bnaneneu nagopmaiuu

3) Omneparop

4) Ayauropsl

11. Cpennee MakcuMa bHOE BpeMs OTKa3a JijIsl HHPOpPMAIUH 3 Kilacca 0€30TKa3HOCTH
1) 1 nenn

2) 2 yaca

3) 12 munyt

4) 20 munyT

12. CpenHee MakcMMabHOE BpeMs OTKa3a Jutst HHpopMaiuu 2 kiacca 0€30TKa3HOCTH
1) 1 mens

2) 2 gaca

3) 12 munHyT

4) 20 munyT

13. Cpennee MakcuMalbHOE BpeMst 0TKa3a Auisi nHpopManuu 1 kinacca 6€30TKa3HOCTH
1) 1 nens

2) 2 yaca

3) 12 munHyT

4) 20 MuHyT

14. Cpennee MakcuMalibHOE BpeMst 0TKa3a st nHpopManuu 0 kiiacca 6€30TKa3HOCTH
1) 1 mens

2) 2 yaca

3) 12 munyt

4) 20 munyT

15. B kakoM KpUITOAITOPUTME €UHULIEH KOIUPOBAHHUS SIBIISIETCS OJUH OUT?
1) TaiiHonHMCB

2) IlepecranoBOUYHBIE

3) [loxcTaHOBOYHBIE

4) IToToxoBEIE

(Kommetenmms OITK-6)

1. Cuctema ¢usnueckoii 0€30MaCHOCTH BKJIIOYAET B ce0s CIeAYIOIUE II0OACUCTEMBL:
1) orieHKa 00CTaHOBKHU

2) CKPBITHOCTh

3) cTpouTEIbHBIE IPEISITCTBUSL

4) aBapwuitHas U MOXKapHAS CHTHAIM3AIHS

2. Kaxwue cremneHn CloXXHOCTH yCTpoicTBa Bam n3BecTHBI
1) ynpomieHHbie

2) mpocTeie

3) crnoxHbIe

4) onTHdeckue

5) BCTpOCHHBIC

3. K MexaHM4YeCcKUM CHCTEMaM 3alUThl OTHOCATCS:

1) AHTHBHUPYCHBIE IPOTPAMMBI U MEXKCETEBBIC SKPAHbI

2) Ceiidbl, MeTaJUIMYECKHE MIKA(BI, 3AIUTHBIC )KATI03H, MEXaHUYECKHUE 3aMKHI
3) BuomeTpuueckue ckaHepbl OTIEYATKOB NaJbIIEB

4) Kpunrorpadudeckue alropuTMbl upoBaHUs

5) IonuTHka NapoJbHOM 3alUTHl B OpraHU3aluu

4. Habop anmapaTHBIX M IPOTPAMMHBIX CPEACTB ISl 00ECHCYCHNS COXPaHHOCTH, OCTYITHOCTH U KOH(pUACHIIHAIBHOCTH TaHHBIX
1) 3ammra nndopmarun

2) KommneroTepHas 6e30macHOCTh

3) 3amuIineHHOCTh HHPOPMALUT

4) bezonacHOCTb JaHHBIX



5. lHpopManus mo3BoJIsioNIas ee 00JIalaTeio PH CYIECTBYIOMINX HIH BO3MOXHBIX 00CTOSTELCTBAX YBEIMIUBATH JOXO/IbI,
COXPAHUTH MOJIOKEHHUE HA PHIHKE TOBApOB, PabOT WM YCIYT 9TO:

1) rocynapcTBeHHas TaiiHa

2) OaHKOBCKas TaiiHa

3) koMMepuecKas TaiiHa

4) xonduaeHIUaTbEHAS HHPOPMALTUS

6. TapaHTHs TOTO, YTO MPU XPAHESHHUH WK Tepeaade HHPOPMAIUU He OBUIO TIPOU3BEICHO HECAHKIIMOHMPOBAHHBIX U3MCHECHUI:
1) koH(pUACHINATIBHOCTD

2) NOCTYIHOCTh

3) ayTeHTHYHOCTH

4) 1eNOCTHOCTh

5) anmenepyemMocTb

7. l'apaHTHs TOYHOTO U MOJIHOTO BBHIIOJTHEHHS KoMaHA B AC:
1) HagexxHOCTH

2) TOYHOCTH

3) KOHTPOJIUPYEMOCTh

4) yCTOWYHBOCTD

5) nocTymHOCTh

8. YpoBeHb 3aIuTHI, IpH KOTOPOM 3aTPaThl, PHCK, pa3Mep BO3MOXKHOTO ymiepOa ObIIH ObI IPHEMIEMbBIMH:
1) mpuHIHAT CHCTEMHOCTH

2) IPUHIMII KOMIIJIEKCHOCTU

3) npUHIUI HENIPEPLIBHOCTH

4) npUHIMII pa3yMHOM 10CTaTOUYHOCTH

5) npuHIUT THOKOCTH CUCTEMBI

9. COBOKYIHOCTh HOPM, MPaBHJI U MPAKTHYECKUX PEKOMEHIAIHNH, perIaMEHTUPYIOMINX padoTy cpencTs 3amuThl AC OT 3aJaHHOTO
MHOYKECTBA YTpo3 0e30IacHOCTH:

1) KommiekcHoe obecrieueHrue nHPOPMAITMOHHOMN 0€30MacHOCTH

2) Bezomacunocts AC

3) Yrpo3a uHpopMamoHHON 0€30IacHOCTH

4) Ataka Ha aBTOMaTH3HUPOBAHHYIO CUCTEMY

5) IonmTHka 6€30MmacHOCTH

10. K tunam yrpo3 6e30macHOCTH MapoIbHBIX CUCTEM OTHOCATCS
1) cnoBapHas aTaka

2) ToTampHBINA TIEpeOop

3) aTaka Ha OCHOBE IICHUXOJIOTUH

4) pasriarreHne mapaMeTpoB YIETHOH 3aMHCH

5) Bce BapHaHThl OTBETa BEPHBI

11. OcoGeHHOCTIMH UH(POPMALIMOHHOTO OPYXKHUS SABIISIOTCS:
1) cucremMHOCTH

2) OTKPBITOCTh

3) yHUBEpCAIBbHOCTD

4) CKpBITHOCTH

(Kommetenmus OITK-14)

1. Kakast TEXHOJIOTUS UCIIONB3YETCSI IS 3alUThI HH(POPMAIMU B OECIPOBOAHBIX CETSX?
1) MP3-koxupoBaHue

2) WPA3 (Wi-Fi Protected Access 3)

3) JPEG-cxarue

4) Bluetooth-cunxponu3sarms

5) HDMI-unrepdeiic

2. Kaxue anropuT™sl IuQpoBaHus OTHOCATCS K ACHMMETPUIHBIM?
1) RSA

2) AES

3) Blowfish

4) RC4

3. Kaxue anropuT™sl IuQGpoBaHUs OTHOCATCSA K CHMMETPUIHBIM?
1) RSA

2) AES

3) Diffie-Hellman

4) ECC



4. Kakue TeXHHYeCKUe CPeICTBA UCTIONB3YIOTCS IS 3alUThl HH(OpMauu?
1) Bpanamayspel, antuBupycsl, VPN

2) IlpuHTEpBI, CKaHEPBI, KOMTUPOBAJIbHBIC ATIITAPATHI

3) CepBepbl, MapIIPYTH3ATOPhI, KOMMYTaTOPbI

4) Het npaBUIbHOTO OTBETA

5. Uro Takoe ys3BUMOCTb CTpaHMIIbI BeO-caiita?

1) CriocoOHOCTB CTpaHUIIBI BBIIEPKUBATH OOJIBIIOE KOJIUYECTBO 3aIIPOCOB
2) CriocoOHOCTh cTpaHHIbl 00ecneynBaTh KOH(UICHIIMAIbHOCTD JaHHBIX
3) CriocoOHOCTH CTPaHMIIBI 3aIIMIIATE OT aTaK XaKepoB

4) CriocoOHOCTh CTPaHUIIBI OBITH 3ALIUIEHHOW OT BPEIOHOCHBIX MIPOTPAMM

6. Kakue aeMeHThI anreOpbl HCMOJIB3YIOTCS B KpUntorpadpuu?

1) KoMMyTaTHBHOCTB, aCCOIMATUBHOCThD, TUCTPUOYTHBHOCTh

2) KoMMyTaTHBHOCTb, aCCOLIMATUBHOCTD, HJIEMIIOTEHTHOCTD

3) KoMMyTaTHBHOCTb, aHTHACCOLMATUBHOCTD, TUCTPUOYTHBHOCTD
4) Het npaBUILHOTO OTBETA

7. Kakoil MmeTo ucnonb3yeTest Ui 3alMThl HHGOPMAIUY OT aTaK TUIA "0TKa3 B 00CTyXKUBaHUU'"?

1) YcranoBka Oosiee pKHX JIaMIIOYEK B CEPBEPHON KOMHATE

2) Perynsipras nepesarpyska MapIipyTH3aTOpoOB MO PACIIHCAHUIO

3) Ucnonp30BaHMe 3aCTaBOK C MapoJieM Ha KOMITHIOTEpax

4) Vctionb30BaHme CHCTEM 0OHapYKeHHs U TipenoTBparierns DDoS-arak (manpumep, Arbor Networks, Cloudflare)
5) IlpuMeHeHHE apXUBAlUH JAHHBIX Pa3 B MECHIL

8. Kaxkast TeXHOJIOTH HCIIONBb3YETCs JUISl 3aIUThHl HHQOpPMany Ha YPOBHE MPUIIOKCHUH?
1) TLS/SSL (HTTPS, FTPS, SMTPS)

2) MAC-anpecHas GpuibTparms

3) STP (Spanning Tree Protocol)

4) lebparmeHTanus aucka

5) Hactpoiika sipkocTu 3kpaHa

6.5. IlpumepHasi TeMaTHKA KypCOBBIX padoT (MPOEKTOB)
Y4eOHBIM [UTaHOM HE PEAYCMOTPEHO

6.6. MeToauueckue yKa3zaHusi J1Jisi 00y4a0mUXcs M0 0CBOSHHIO U CHUILIMHBI (MOTYJIsT)
MCTO}II/I‘leCKI/Ie PCKOMCHAAUH 10 MTOATOTOBKE K JICKIIMOHHBIM 3aHATUIM

IIpocMmoTpuTe KOHCIEKT cpa3y nociie 3aHATuil. [lomeTbTe MaTepual KOHCIEKTa JIEKLUI, KOTOPbIN BbI3BIBAET 3aTPyJHEHUS JUIs
noHuMaHnus. [loneliTaiiTech HAlTH OTBETHI HA 3aTPYIAHUTEIbHBIE BOIIPOCHI, HCIOJIB3YS MpeIaraeMyto aureparypy. Eciau
CaMOCTOSTEIBHO HE YAAI0Ch pa300paThCs B MaTepuaie, ChopMyIupyiTe BOIIPOCH! U 00paTUTECh HA TEKYIEH KOHCYIbTalluy WK Ha
OmKaiiieil TeKuY 3a HOMOILBIO K IpenoaaBareino. Kaxayro Hellento peKoMEH1yeTCs OTBOAUTb BpeMsl ISl IOBTOPEHUS
IIPOMJEHHOr0 MaTepuaa, IPoBePsisl CBOU 3HAHUS, yMEHHS M HaBbIKU I10 KOHTPOJIbHBIM BOIIPOCAM.

Pabora ¢ pekOMEHIOBaHHOM JIUTEPATYPOii:

IIpu paGoTe ¢ OCHOBHOH U IOTIOIHUTENBHOMN JTUTEPATypOil 1Iesecoo0pa3HO NPUAEPKUBATLCS TAKOH MocaeoBaTensHocTu. CHavana
MPOYUTATh BECh 3aJJaHHBIM TEKCT B ObICTpOM Temrie. L{enb Takoro YTeHus 3aKI04aceTCs B TOM, YTOOBI CO3/1aTh 00IIee NPeICTaBICHIE
00 “3yyaeMoM Matepuae, OHATh 00U CMBICI IPOYUTAHHOT0. 3aTeM NIPOUUTATh BTOPUYHO, O0siee MEUICHHO, YTOOBI B X0A€
YTEHHUS IIOHATH ¥ 3aIIOMHUTH CMBICI K&XKI0H (pa3sbl, KaxJ0To MOJ0KEHUS U BOIPOca B IIeJI0OM. UTeHHe NIPUHOCUT T0JIb3Y U
CTAQHOBHUTCS MPOTYKTHBHBIM, KOT/Ia COMPOBOXKIACTCS 3aMMICAMU. ITO MOXKET OBITH COCTABIICHHUE TIITaHA TPOYUTAHHOTO TEKCTA,
TE3MCHI UITH BBINNCKU, KOHCIIEKTHPOBAHHE 1 JIp. BEIOOp BH/Ia 3aMmicH 3aBHCHT OT XapaKTepa H3y4aeMOoro MaTepHana U reiei paboTsl
¢ HuM. Eciu coneprkanue Marepuana HECIOKHOE, JIETKO yCBaUBaeMOe, MOKHO OTPaHUYMThCS COCTaBICHUEM IIaHa. Eciau MaTepuan
COZAEPKHUT HOBYIO U TPYIHO YCBauBaeMylo HH(GOPMaNHIO, IIeJIeco00pa3HO ero 3aKOHCIEKTUPOBaTh. [1aH — 3T0 cXxeMa MPOYUTaHHOTO
MaTepHa’a, IepeueHb BOPOCOB, OTPAKAIOLINX CTPYKTYPY U NOCIEN0BAaTENbHOCTh MaTepyuana. KoHCekT — 31o
CUCTEMaTU3UPOBAHHOE, JIOTUYHOE U3JI0KEHHE MaTepuaa HCTOUHHNKA. Pa3nndaioTcs yeTbIpe TUIIa KOHCIIEKTOB: - IUIaH-KOHCIIEKT —
9TO Pa3sBEPHYTHIH JeTalTN3UPOBaHHbIH IUIaH, B KOTOPOM 110 HanOoJIee CIOKHBIM BOIPOCaM AAIOTCS OAPOOHbIEC OSICHEHHUS, -
TEKCTyaJlbHbIIl KOHCIIEKT — 3TO BOCIIPOM3BECHIE HauboJIee BasKHbIX MOJI0KEHUH U (pAKTOB UCTOYHUKA, - CBOOOAHBII KOHCIIEKT — 3TO
YETKO U KPATKO U3JI0KEHHbIE OCHOBHBIE IIOJIOKEHUS B pE3yNIbTaTe [IyOOKOro U3yueHUsl MaTepualla, MOIyT IPUCYTCTBOBATh
BBIIIMCKY, IUTAThI, TE3UCHI; YaCTh MaTepUaja MOXKET ObITh IPEACTABICHA [LIAHOM, - TEMATHYECKHH KOHCIIEKT — COCTABIAETCS Ha
OCHOBE U3y4€HUs Psfa HICTOYHUKOB U AT OTBET 110 U3ydaeMOMY BoIIpocy. B mponecce usydenus MaTepuana HCTOUHUKA U
COCTAaBJICHHSI KOHCTIEKTA HY>KHO 0053aTeIbHO IPUMEHATH Pa3IMYHbIC BBIICICHNS, IOA3ar0JIOBKH, CO3/1aBasi OJIOYHYIO CTPYKTYPY
KOHCIIEKTa. JTO JAETaeT KOHCIEKT JIETKO BOCIPUHIUMAEMBIM H yIIOOHBIM Ui paOOTHI.

Meroauyeckue peKOMEHJALUH MO TOATOTOBKE K MPAKTHUECKUM 3aHATUSIM
[IpakTudeckue 3aHATHS NPEACTABIAIOT 0CO0YI0 (GOpMy coueTaHHsl TEOPUU U MPAKTUKY. VX Ha3HaueHHe — yriayOiaeHnue npopadoTKH

TEOPETUYECKOT0 MaTepHasa NpeaMeTa IMyTeM PEryJIsipHON U IITAHOMEPHOM CaMOCTOSTEIbHOM PabOThI CTY/ICHTOB Ha MPOTSHKEHUN
Bcero Kypca. IIporecc moAroToBkM K NpakTHUECKUM 3aHATHSIM BKIIIOUAET N3y4YeHHE HOPMATHBHBIX JIOKYMEHTOB, 0053aTeIbHON U



JIOTIOJHUTEIIBHOM JITEPATYPHI [0 paccMaTpuBaeMoMy Bompocy. HemocpeactBeHHOE MpoBeACHNUE IPAKTHIECKOTO 3aHITHSI
OPE.IoIaract, HaupuMep:

- HHAWBH/YaJbHbIC BBICTYILICHHS CTYACHTOB C COOOLICHHUSIMH IO KAKOMY-JIHO0 BOIIPOCY M3y4aeMON TEMBI;

- ppoHTaANBHOE 00CYKACHUE paccMaTpUBaeMoi PoOIIeMbl, 00OOIICHUS U BBIBOJIBL,

- pelIeHune 3a1a4 U yIpaKHSHUH 110 00pasiy;

- pelleHHe BAPUAHTHBIX 3a/1a4 U yIPAXKHCHUIA;

- pelIeHHEe CUTYalMOHHBIX TPOU3BOICTBEHHBIX (TPOGECCHOHATBHBIX) 3a/1a4;

- IPOSKTUPOBAHKE U MOJICTTUPOBAHUE PA3HBIX BHAOB M KOMIIOHEHTOB MPO()ECCHOHATIBHOI ASSITENbHOCTH,;

- BBIIOJIHEHHE KOHTPOJIBHBIX paboT;

- paboTy ¢ TecTaMH.

Ipu HOArOTOBKE K MPAKTUYECKAM 3aHATHSAM CTYACHTAM PEKOMEH/YETCS: BHUMATEIHHO 03HAKOMHTHCS C TEMATHKOM IPAKTHIECKOTO
3aHSTHUS; IPOYESCTh KOHCIICKT JICKIIUH [0 TeMe, U3YYUTh PEKOMEHJOBAHHYIO JINTEPATYPy; COCTaBUTh KPATKHUil [IaH OTBETa Ha
Ka)KJIBI BOMPOC MPAKTHYECKOTO 3aHSATHS; IPOBEPUTH CBOM 3HAHUSI, OTBEYAs HA BOIIPOCKI JJIsl CAMOTIPOBEPKH; €CIIM BCTPETSITCS
HE3HAKOMBIC TEPMHHBI, 0053aTEIbHO OOPATUTHCS K CIOBAPIO U 3aQUKCHPOBATh UX B TeTpaau. Bce MUChbMEHHBIC 3a/TaHUS BBITOIHATh
B paboueii Terpaau. IIpakTrdeckue 3aHATHS Pa3BUBAIOT Y CTY/ACHTOB HABBIKU CAMOCTOSITEIBHOM PaOOTBHI 110 PEIICHII0 KOHKPETHBIX
3aj1ad4.

Meroanyeckue peKOMEHIAUH 10 TIOATOTOBKE K 1JaOOpaTOpHEIM paboTam

JlaGopatopHbie pabOTHI IPEACTABISIOT OHY U3 (JOPM OCBOCHHS TEOPETUUECKOTO MaTepHaia ¢ OJHOBPEMEHHBIM ()OPMUPOBAHHEM
MIPaKTHYECKUX HABBIKOB B M3ydaeMol IuciuIuinHe (Moxyse). VX HazHaueHne — yriyOieHne mpopaboTKH TEOPETUIECKOTO
Marepuaia, opMHUPOBAHUE PAKTUICCKIX HABBIKOB MIYTEM PETYIISPHOMN U IIIAHOMEPHOI CaMOCTOATEIbHOM PaboThI CTY/IEHTOB Ha
MPOTSHKEHUH Beero Kypea. [Ipoliece moAroToBKU K 1a60paTOPHBIM paboTaM BKIIIOUAET H3Y4eHHUE HOPMATUBHBIX JIOKYMEHTOB,
00s13aTeNFHON M IONOJIHUTEIBHOM JINTepaTypHl 10 paccMaTpuBaeMoOMy BoIIpocy. HermocpeicTBeHHOE IpoBeaeH e 1ad0opaTOpHOH
paboTHI IPEAIIOaraeT:

- U3yYCHHE TEOPETHUECKOT0 MaTepuaa 1o TeMe J1abopatopHoii paboThI (10 BOIPOCaM U3y4aeMOi TEMBI);

- BBINIOJTHEHHE HEOOXOANMBIX pacyeTOB M SKCIIEPUMEHTOB;

- opopMIIeHHE OTUETa C 3aMOTHEHHEM HeOOXOJUMBIX TaOJIHII, ITOCTPOSHHEM IpadruKOB, ITOATOTOBKOM BEIBOJIOB ITO POICTaHHBIM
9KCIIEPUMEHTaM H TEOPETUUECKHM pacdyeTam;

- 0 Ka)KI0H J1abopaTOpHOil paboTe MPOBOAUTCS KOHTPOJIb: IIPOBEPSETCS COCPIKAaHUE OTYETa, IPOBEPSICTCS YCBOCHHUE
TEOPEeTUYECKOr0 MaTepuaa.

KOHTpOJTh YCBOCHHS TEOPETUUESCKOTO MaTepHaa sIBISICTCS] MHIUBUAYaTbHBIM.

Metoandeckre ykazaHus 10 BHIIIOJHEHUIO OTYETa K 1a0opaTopHbIM paboTaM

OCHOBHBIM TpeOOBaHIEM IT0 BHITIOIHEHUIO TA00OPAaTOPHBIX M MPAaKTHYECKUX paboT SIBISIETCS MOHOE HCUePIBIBAOIIEe OTIMCAHUE
BCell MpoieNlaHHON paboTHI, MO3BOJISIONIEE CYIUTh O TIOJYIEHHBIX PE3YNIbTaTax, CTEIEeHH BHIIOJIHEHHS 1 TPO(eCcCHOHATBHON
MTOJTOTOBKU CTYAEHTOB.

Meroauyeckue ykazaHHsl 00€CIIeUNBAIOT KOMIUIEKCHBIH MOAX0A B yIeOHOH paboTe CTYAEHTOB, €IMHCTBO U MPEEMCTBEHHOCTh
TpeOoBaHMii K 0pOpMIICHHIO pE3yIbTaTOB Pa0OTHI HA Pa3HBIX dTanax o0yueHus. C eUHBIX MO3UIHH NPUBEICHBI OCHOBHBIC
TpeOoBaHUs K CTPYKType, 0GOPMIIEHHIO M COAEPKAHUIO OTYETA 10 JaOOPATOPHBIM U MPAKTHUECKUM PaboTaM.

CrpykTypa oTuéTa:

- ek paboThl;

- KpaTKUe TEOPETUIECKHE CBEICHHS;

- XOJ1 BBITIOJTHEHUSI PaOOTEL;

- BBIBOJIBL.

JlomoHUTEIbHBIE SJIEMEHTHI:

- IPUIOKCHUS;

- bubnrorpadMUeCcKuil CIIUCOK.

TpeboBaHus K COACPIKaHUIO OTUETA:

1. TuTynbHBIN IUCT

B BepxHeM T0Jie JIMCTA YKa3bIBAIOT MOJHOE HANMEHOBaHUE YIeOHOTO 3aBEJCHUS.

B cpenHeM mone ykaspiBaeTcst BUI pabOTHI, B JAaHHOM CiTy4ae JlabopaTopHas WM MpakTHdeckas paboTa ¢ yKka3aHHeM Kypca, 110
KOTOPOMY OHa BBIIIOJIHEHA, U HIDKE e Ha3BaHue. HazBaHue paboTsl mpuBoauTCs 6€3 caoBa "TeMa" U B KaBbIUKU HE 3aKIIFOUAETCSL.
Janee Gnpke K IpaBOMY Kparo THUTYJIBHOTO JIMCTa YKa3bIBAIOT (haMUIINIO, MHUIMANB] ¥ TPYIILY Y4Yallerocs, BEIIOJHUBLIETO padoTy,
a Taoke (paMIIHIO, HHUIMANB] IPETIoAaBaTeNsl, HPUHSBIIETO PaboTy.

B HIXHEM MOJIE JTUCTA YKA3bIBACTCSI MECTO BBIMIOJIHEHMS pabOTHI M rof1 ee Hanucanus (0e3 ciioBa rox).

2. Llens paboThl HOJDKHA OTPaXKaTh TeMY pabOThL, a TAKXKE KOHKPETHBIE 33Jja4l, I0CTABICHHbIE CTYIEHTY Ha IIEPUO/], BbIIOIHEHUS
pabotsl. ITo 00beMy Liesib pabOTHI B 3aBUCUMOCTH OT CJIOXKHOCTH M MHOT'033a4HOCTH PaOOThl COCTABIIAET OT HECKOJIBKUX CTPOK 10
0,5 crpaHuIbL.

3. Kparkue TeopeTudeckue cBeJieHus. B 3ToM pasjene us3naraercst KpaTkoe TEOPeTUYECKOE OIMCAHUE U3ydaeMoil B paboTe TEMBL.
Marepuan pasiena He A0JDKEH KONUPOBATh COAEPKAHUE METOIMIECKOTO OCOOHs MK ydeOHUKa [0 JaHHOH TeMe, a
OTPaHUYMBAETCS U3JI0KEHUEM OCHOBHBIX MOHATHUH, TpeOyIOmuUXCst 171 JaidbHeHel 00paboTKy MOMy4eHHbIX pe3ynbTaToB. O0beM
JUTEPaTypHOTO 0030pa HE JODKEH MPEBHIATh 1/3 yacTu BCero oTyera.

4. Xopx BeITONTHEHUSI paboThHL. B maHHOM pasnerne moApoOHO M3NaraeTcss METOIMKa BBITOTHEHUSI PaOOThI, IPOLECC MOTYydSHUS
JAHHBIX 1 c1tocob uX 00padoTku. Eciy HCnonb3yroTes CTaHAapTHEIE TAaKeThl KOMITBIOTEPHBIX IIPOTPaMM JUist 00paboTKH
IKCIIEPUMEHTAIBHBIX PE3yIbTAaTOB, TO HEOOXOAMMO 0OOCHOBATh BOZMOXHOCTH U LIEJIECO00Pa3HOCTh UX MPUMEHEHHS, a TAKKe
1oipoObHOCTH 00pabOTKH AAHHBIX C X IMOMOILBIO.

5. BrIBozbI 1O paboTe - KpaTKO U3NIAraroTcst pe3ysibTaThl paboThl, MOTYYCHHBIC B PE3yJIbTaTe BBITOJHEHHS PAOOTHI, a TAKXKE KPaTKUH



aHaJIN3 TOJyYEeHHBIX PE3YJIbTATOB.
Ortuer o abopatopHoi pabote opopmisieTcs Ha nucte Gopmara A4. Jlomyckaercs: ohpopMIICHHE OTYETA IO J1abopaTopHOH paboTte
B 3J1eKTpOoHHOM Bujie cpeactBamu Microsoft Office. Texct paboTs momwKeH OBITH HameyaTaH Yepe3 MOoITOPa HHTEPBAIa MIPUPTOM
Times New Roman, keruis — 12. TTos1st JOMKHBI OCTABATHCS IO BCEM YETHIPEM CTOPOHAM MEYATHOTO JIMCTA: JIeBoe — He MeHee 30 MM,
npaBoe — He MeHee 10, HibkHee — He MeHee 20 U BepxHee — He 15 MM.

JI7ist 3aiuThl 1a00paTOPHOI PaboThI CTYICHT TODKEH MTOJATOTOBHUTh OTUET, IPOBECTH CAMOCTOATEIbHYIO PAOOTy, HIMETh OTMETKY O
HPOBEPEHHOM OTYETE.

Pe3ysbTaThl ONMpeAensIoTCs Mo MATHOAIIBHON CHCTEME OLICHOK.

Meroanyeckue peKOMEHIAUH 10 BBITOJHEHUIO pedepara

Pedepar — nucemenHas padora oobeMoM 8—10 cTpanuil. DTO KPaTKOE U TOUHOE H3JIOKEHUE CYIIHOCTH KaKOTO-THOO0 BOMPOCA, TEMBI.
Temy pedepara CTyIeHT BEIOMpAET U3 MPEUIOKEHHBIX IPenojaBaTeNeM il MOXKET MPEUIOKUTh CBOM BapHaHT. B pedepare HyKHEI
pa3BepHYTHIE apryMEHTEHI, paccyXAeHus, cpaBHeHHs. CoiepKaHie TeMBbI H3J1araeTcss OObeKTUBHO OT UMEHH aBTopa. DyHKINU
pedepata: nHOPMATHBHASL, TOUCKOBAsI, CIIPABOYHAS, CUTHAIbHAS, KOMMYHUKATHBHAsl. CTENICHB BBIMOIHEHHS 3TUX ()YHKIUI
3aBHCHT OT COJCPKAaTEIbHBIX U (POPMaITBHBIX Ka4ecTB pedepara M I KaKUX [eliel MX HCIob3yeT. TpeOoBaHus K sI3bIKY pedeparta:
JIOJDKCH OTIIMYATHCS. TOYHOCTBIO, KPATKOCTBIO, ICHOCTEIO U IIPOCTOTOM.

Crpykrypa pedepara:

1. TUTynBHBIH TUCT

2. OryaBnenue (Ha OTJEJIBLHON CTpaHHUIlE). Y Ka3bIBAIOTCS Ha3BaHUS BCEX pa3ziesioB (IIYHKTOB IJIaHa) pedepara 1 HOMEpa CTPaHUII,
YKa3bIBAIOIINE HAYaJlo 3TUX pa3liesioB B TeKcTe pedepara.

3. BeesieHre. ApryMEeHTHPYETCS aKTYalbHOCTh UCCIICIOBAHYS, T.€. BBIIBILIETCS IPAKTUYECKOE M TEOPETUIECKOE 3HAUCHUE TAHHOTO
uccienoBanusl. Jlanee KOHCTaTUPYETCsl, YTO CAEIAHO B JAHHOH 001acTu NpealIecTBEHHUKAMHU, I€PEeUUCIIIOTCS IOJI0XKEHNU,
KOTOPBIE JOJDKHBI OBITH 000cHOBaHbL. O0s3aTeNIbHO (OPMYIUPYIOTCS LEIb U 3a7a4l pedepara.

4. OcHoBHas yacTb. [TogunHseTCs COOCTBEHHOMY IUIaHy, YTO OTPAXKACTCs B pa3eICHUH TEKCTa Ha IIIaBbI, Taparpadel, MyHKTEL.
Ilman 0CHOBHO# YacTH MOKET OBITH COCTABJICH C MCIIOIB30BaHUEM PA3IMYHBIX METOIOB IPYNIIUPOBKH MaTepHaia. B ciydae ecnu
HCTIONB3YeTCs Ybs-THO0 HEOpAHMHAPHAS MBICIb, Uesl, TO 00s3aTeTIbHO HY)KHO CHIeNIaTh CChUIKY HA TOTO aBTOPA, Y KOTO B3ST JaHHBIH
Marepuai.

5. 3akmrouenue. [TocneiHsAs YaCTh HAYYHOTO TEKCTa. B KpaTKoW U ckaToi (hopMe U3JIaratoTcs MOJIyYeHHbIC Pe3yIbTaThI,
IpeICTaBIIsAIoIUe COOO0 OTBET Ha INIaBHBIHM BOIPOC HCCIIEIOBAHMUS.

6. ITpunosxenue. MosxeT BKJIIOYaTh rpaduky, TaOIUIBI, pacyeThI.

7. bubnuorpadus (CIUCOK IUTepaTypbl). YKa3plBaeTCs peallbHO UCIIOIB30BaHHAs UL HanucaHus pedepara nureparypa. Hazpanus
KHUT pacIojaraioTcs 1o andaBUTy ¢ YKa3aHHEM HX BBIXOIHBIX JaHHBIX. OOmIre TpeOoBaHus K OCTPOSHHUIO, COIEPIKAHUIO U

0 OPMIICHHION.

Ipu mpoBepke pedepara OLEHUBAIOTCS:

- 3HaHUe (DAKTUUECKOT0 MaTepHaia, yCBOSHHE OOIIUX NPEACTABICHHM, TIOHITHH, HCH;

- XapaKTepHCTHKA peal3alliy LIeU U 3a/1a4 UCCIIeI0BAHUS;

- CTENIEHb 00OCHOBAaHHOCTH apI'yMEHTOB U 0000ILICHUIA;

- Ka4€CTBO U ICHHOCTD MOJIYYCHHBIX PE3YJILTATOB,

- UCTIONIb30BaHUE JUTEPATYPHBIX HCTOUYHUKOB;

- KyJIbTypa MICEMEHHOTO H3JI0KEHHUS MaTepuana;

- KyIbTypa opopMIIeHUsI MaTepraioB paboTHI.

IpaBuia HamucaHUs HAYYHBIX TEKCTOB (pedepar):

31ech MPUBOIATCS PEKOMEHIAIMH 110 KOHCYJIFTUPOBAHUIO CTY/ICHTOB OTHOCUTEJIBHO JIaHHOTO BHJIAa CAMOCTOSATENbHOM paboThl. Bo
BpeMsI KOHCY/IbTalluil PYKOBOIUTEIIO CIEAYET NPETIOKUTh K 00CYKICHUIO CIEAYIONIIE BOIPOCHL.

» KakoBa nctunHas nens Bariero HaygyHOro TekcTa — 3TO MOMOXeT BaMm pa3yMHO pacnpeennuTh CBOU CHIIBI U BpEMSL.

* BaxxHo pa3o0partscst, KTo OyneT «uuratenaem» Bameit paGoThl.

* HaunHath nucath cephe3Hyro padoTy ClIeAyeT He paHbllle, YeM BO3HUKHET OIIYyIIEHHE, YTO MO padoTe ¢ HCTOYHNKAMH MOSBHINCH
HeH, KOTOPHIMU MOKHO TTOJIETTHTHCS.

* JlomkHa OBITH HIEs, a JUISA 3TOT0 HYXKHO HAYYUTHCS MO0 OTHOCUTHCS K Pa3HBIM SBICHUSM M (PaKTaM HECKOJIBKO KPUTHIECKH (CBOSI
naeda — KaKk uHasd TO4YKa 3pel-u/151), .]'II/I6O Hay4YUTBHCA YBJICKATbCA KaKUMH-TO U3BCCTHBIMU UACAMU, KOTOPBIC HYKJAIOTCS B ﬂOpaGOTKe
(umes — Kak ONTHMHUCTHYESCKAs TIO3HIIUSI M HATIPABJICHHOCTh Ha JAJbHEHIIICe COBEPIICHCTBOBAHUE YXKE H3BECTHOTO).

e [Tucate CJIEAYCT sICHO U NMMOHATHO, CTapasiCb OCHOBHBIC ITOJIOXKCHUS q)OpMyJ'II/IpOBaTb YE€TKO U HCABYCMBICJICHHO, @ TAK)KE CTPEMSACH
CTPYKTYpUPOBATh CBOM TEKCT.

* O0ObEM TeKCTa U pa3IuIHble 0POPMUTENBCKUE TPEOOBAHMUS BO MHOTOM 3aBUCST OT IMIPUHATBHIX B KOHKPETHOM Y4eOHOM 3aBelCHUH
TTOPSIIKOB.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAANU 110 BBIITOJIHEHUIO KOHTPOJIbHBIX pa60T

KonrposnpHas paboTa BeIONHsETCS 10 BapuaHTaMm. Ha OnaHke ykaspiBaeTcst pakynbTeT, Kype, rpymmna, 1O crynenta. Bonpocst
CTPOSITCS Ha OCHOBE TECTOBBIX M CUTYaTUBHBIX 3aJjaHni. B TeCTOBBIX 3ajaHNAX, BBIOMpaeTCs npaBuibHbIH(bIe) oTBeT(bl). [1pn
PELICHUN CUTYaTUBHBIX 3aJlaHuil BEIOMpAeTCsl MPaBIIIbHAS TOCIEI0BATEILHOCTD JEHCTBUI B pacCCMaTpUBAEMON CUTYaluH.
IIpoBepka KOHTPOIBLHOH PadOTHI O3BOJISAET BHISIBUTH U UCIIPABUTH NOMYIIEHHBIE CTYACHTaMU OIINOKH, YKa3aTh, KAKHUE BOIIPOCHI
JUCIUIUINHGI (MOIYJIs)) IMH HEIOCTaTOYHO YCBOCHBI U TPeOyIoT 1opaboTku. CTYAEHT JOKEH BHUMATEIbHO O3HAKOMHTECS C
MMMCbMEHHBIMH 3aMEYaHUSAMH IIPENoJaBaTelis U MPUCTYIUTh K UX UCIIPABIICHHUIO, [ YETO ellle pa3 MOBTOPUTH COOTBETCTBYOIIHHA
MaTepuai.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAINHU IO MOATOTOBKE K KOJIJIOKBUYMY



KonnoxsrymoM HazpiBaeTcsi cobeceioBaHIe MPENoAaBaTeNs U CTYACHTA 10 3apaHee ONpeeeHHBIM KOHTPOIBHBIM BOIIPOCAM.
Ienbro KoUIOKBHYMA ABJIIETCS (OPMUPOBAHUE Y CTYAEHTA HABBIKOB aHAIN3a TEOPETHIECKUX NMPOOIEeM Ha OCHOBE
CaMOCTOSITEILHOTO H3y4YeHUsl yueOHOHM 1 HaydHOH auTepaTypsl. Ha KOIOKBHYM BBIHOCATCS KPYIHBIE, TPOOJIEMHBIE, HEPEAKO
CIIOpHBIE TEOPETHUECKHE BOIIPOCHL. YTIOp JenaeTcs Ha MOHOrpadmdeckue paboTsl mpodeccopa-aBTopa faHHOTO cnenkypea. Ot
CTyZleHTa TpeOyeTcsL:

- BJIaJICHHE U3YYCHHBIM B X0JI¢ Y4eOHOT0 Mpoliecca MaTepUuaioM, OTHOCSIIIIMMCS K pacCMaTpUBaeMoi podieme;

- 3HAHUE Pa3HBIX TOYEK 3PCHHUS, BRICKA3aHHBIX B HAYYHOU JIUTEPAType MO COOTBETCTBYIOLICH Mpo0ieMe, YMEHUE COMIOCTABIISATh UX
MEXy CO00;

- HaJTMYMe COOCTBEHHOTO MHEHHMS 10 00CYKAaeMbIM BOIIPOCaM M YMEHHE €ro apryMEeHTHPOBATb.

KonnoxBuyM - 3T0 He TONBKO (hOpMa KOHTPOJIS, HO M METOJ YIITyOJeHUs], 3aKpeIIeHHUs] 3HAaHUH CTY/IEHTOB, TaK KakK B X0/
cobeceI0BaHMS MTPENOAABATENb PAa3bICHSIET CIOKHBIE BOIPOCH], BO3HUKAIOIUE y CTYEHTa B MIPOLecce U3YIEHHS JTaHHOTO
ucroynnka. OTHAKO KOJUIOKBHYM HE KOHCYJIBTAIMS U He k3ameH. Ero 3amaua 100UThCs rIyOOKOT0 H3YUeHUsT OTOOPaHHOTO
Marepuana, IpoOyauTh Y CTYACHTa CTPEMIICHUE K YTCHUIO JJOTIOHUTENFHOM COIMOIOrHYeCcKOi uTepaTypsl. [IoarotoBka K
KOJUIOKBUYMY HAYHHAETCS C YCTAHOBOYHOMN KOHCYJIbTAIUH MPEIOIaBaTellsl, HA KOTOPOH OH pa3bsiCHSICT Pa3BEPHYTYIO TEMATHKY
poOJIeMBl, PEKOMEHAYET JIUTePaTypy I H3YUeHHs U OOBSICHSET NpoLeypy IpoBeAeHNs KouokBuyMa. Kak npasuio, Ha
CaMOCTOSTEIbHYIO TIOJITOTOBKY K KOJUIOKBHYMY CTYISHTY OTBOAUTCS 3-4 Hexenu. MeToaudecKue yka3aHHs COCTOST U3
PEKOMEHIalN 10 H3YYEHHIO HCTOYHUKOB H JINTEPATYPHI, BOIIPOCOB JUISl CAMOIIPOBEPKH U KPAaTKUX KOHCIIEKTOB OTBETA C
HepEeYrCIeHHEM OCHOBHBIX (JaKTOB U COOBITHI, OTHOCAIIMXCS K MYHKTaM IIaHa KaKJOH TeMbl. DTO JOJDKHO IOMOYb CTyAEHTaM
IeJICHANPABICHHO OPraHU30BaTh PabOTY MO OBJAJCHUIO MaTEPUATIOM U €T0 3aOMHHAHHUIO. [IpU MOArOTOBKE K KOJUIOKBHYMY
CIIEITyeT, PEKJIC BCETO, MPOCMOTPETh KOHCIIEKTHI JICKINH U MPAKTUUSCKUX 3aHATHIA U OTMETUTh B HUX UMCIOIIMECS BOIIPOCHI
KoJuToKBUyMa. Eciin Kakue-To BONPOCH! BEIHECEHBI IIPETOaBaTEeIeM Ha CAMOCTOSITEIbHOE H3yUYeHHUE, CIIeyeT 00paTuThCs K
yueOHOI TuTepaType, pEeKOMEH/I0BaHHOW TPETNoAaBaTelIeM B Ka4eCTBE HCTOYHHUKA CBEIICHHH.

KomnoxsryM npoBoauTcs B popMe HHAMBUAYAILHON OeceIbl MPEnoiaBaTelis ¢ KaKAbIM CTYICHTOM WIH Oece/lbl B HEOOIbIINX
rpymmax (2-3 genoBeka). OOBIYHO MPENOIaBaTEeN b 33]aeT HECKOJILKO KPATKHX KOHKPETHBIX BOTIPOCOB, MO3BOJISIOIINX BBISICHUTH
CTeINeHb JOOPOCOBECTHOCTH PabOThI C IUTEPATYPOM, MPOBEpsIET KOHCIEKT. [Janee 6oee moapoOHO 00Cy)aaeTcs Kakas-Iiuoo
CTOpPOHA MPOOJIEMBI, YTO MO3BOJISET OICHUTh YPOBEHb MOHMUMaHMs. [10 HTOraM KONJIOKBHYMa BBICTaBIIsieTCs quddepeHnpoBaHHas
OLICHKA I10 MATHOAIIBHOI cucTeMe.

Meroanueckre peKOMEHAIUH [0 YCTHOMY OIIPOCY/CaMOIIOArOTOBKE

ITocne uzyueHus onpeneaeHHoN TeMbl 110 3alIUCAM B KOHCIIEKTE U Y4eOHHKY, a TAKKe PELIEHHUs JOCTaTOYHOI'O KOJIHMYECTBA
COOTBETCTBYIOLIMX 33124 Ha IPAKTUYECKHUX 3aHATUSIX U CAMOCTOSTENBHO CTYJECHTY PEKOMEHIyeTCs, UCIIOIIb3Ys JINCT OMOPHBIX
CHUTHAJIOB,

BOCIPOU3BECTH M0 TIAMSTH OTPEIeICHHUs, BBIBOIBI (HopMyJI, (OPMYIMPOBKH OCHOBHBIX TIOJIOKEHUH M JOKA3aTeNbCTB. B cirydae
HEOOXOMMOCTH CIIEAyeT PEKOMEHIOBATh eIlle pa3 BHUMATEIbHO pa3o0parkes B MaTeprae. MiHorna He1ocTaTOYHOCTh YCBOCHUS
TOTO WJIM MHOTO BOTIPOCA BBIICHSAETCS TOJBKO IPH U3YUEHHUH AajbHEHIIero Marepuana. B aTom cirydae Hazio BepHYThCS Ha3a U
HOBTOPUTH IUIOXO YCBOSHHBIN MaTepua. BaxxHblil kKpUTepuii yCBOGHUS TEOPETHUECKOT0 MaTepyala — yMEHUE pellaTh 3a1aud WiIn
IPOUTH TECTUPOBAHUE IO NPOoHaeHHOMY MaTepuary. OHaKo IPenoJaBaTeNio ClieyeT HOMHUTD, YTO NPABUIBLHOE PEIICHHE 3aJaul
MOXKET MOJIYYUTHCS B pe3yIbTaTe IPUMEHCHUS MEXaHUYECKH 3ay4eHHbIX (GopMyI1 0€3 TOHUMAHUS CYIIHOCTH TEOPETHYECKUX
TI0JIOKECHHUH.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUHA 1TO TOATOTOBKE K CEMHUHAPCKUM 3aHATUAM

OnHUM H3 BUIOB BHEAYIUTOPHOW CAMOCTOSTENLHOM PaOOTHI SBIISETCS MOATOTOBKA K CEMHHAPCKUM 3aHATHAM. CeMuHap — Gpopma
y4eOHO-TIPaKTHYECKUX 3aHATHI, TPU KOTOPOH CTYIAEHTHI 00CYKIAIOT COOOIIEHNS, TOKJIAAbI i pedepaThl, BEITOIHEHHBIE HMH IO
pe3ynbpTaTaM yaeOHBIX WM HayYHBIX HCCIIeIOBAaHHUHN O] pYKOBOJICTBOM IpenofaBaTens. [IpenogaBaTenb B 9TOM cirydae sIBISe TCS
KOOPAMHATOPOM OOCYKAE€HHUH TeMbl CEMUHAPa, IOJrOTOBKA K KOTOPOMY SIBIIsieTCs 00s13aTenbHOIL. [ToaToMy TeMa ceMUuHapa u
OCHOBHbIE HCTOYHUKH OOCYKAECHHS NPEIbABIAIOTCA 10 00CYKACHUS I A€TaIbHOIO O3HAKOMIIEHU, u3yueHus. Llenu oGcysxnenuit
HaIlpaBJIeHbl Ha (POPMUPOBAHHIE HABBIKOB MPOdeccHOHaTbHOM MONEMUKH U 3aKperieHne oocyxkaaeMoro Matepuana. CeMuHap — 3To
Takas ¢popMa opraHusaiu oOyueHus, Ipu KOTOPOH Ha 3Tare NOATOTOBKH JOMUHHUPYET CaMOCTOsITeNbHAas paboTa yyalmxcs ¢
y4eOHOI TUTEepaTypoi M IPYrUMH IUAaKTHYECKUMH CPEICTBAMH HaJl CepUel BOIPOCOB, MPpoOIIeM U 3a1ay, a B IIpoliecce CeMUHapa
HUIYT aKTUBHOE 00CYKJIeHNE, TUCKYCCUU M BBICTYIUICHUS YYalIUXCs, TJie OHU MO PYKOBOJCTBOM IIPENoJaBaTess AeIaioT
o0o01maromye BpIBOABI U 3aKitodeHus. CeMuHap nperHasHadeH 11 yIiayOJIeHHOTO 3y4eHHs AUCIUILIMHBI, OBJIaICHUS
METO/I0JIOTUEH HAyYHOTO MO3HAHUS, TO TJIaBHAs 11€JIb CEMHUHAPCKHUX 3aHATHH — 00€CIIeUUTh CTYJEHTaM BO3MOXHOCTb OBJIAJIETh
HaBBIKAMH U YMEHHSMH HCIIOJIb30BAHUS TEOPETUYECKOTO 3HAHHS IPUMEHHUTENILHO K OCOOCHHOCTSIM M3Y4aeMOM OTpPaCIIH.

MCTO}II/I‘{CCKI/IC PECKOMEHAAIUU IO MOATOTOBKE K 3CCC

OnHUM U3 BUOB CAMOCTOSITENBHOM PabOTHI CTYICHTOB SIBIISIETCS] HATUCAHIE TBOPUYECKOH PabOThI MO 3aJlaHHOH JIMO0 COTIaCOBaHHOMN
¢ mmpenozasareseM TeMe. TBopueckas paboTa (3cce) IpencTaBisieT co0oi opurnHaibHoe npoussenenue oosemoM 500-700 cnos,
MIOCBAIMICHHOE KaKO#-IN00 3HAUMMOI KITacCHUEeCKOl MO0 COBPEMEHHOMH IIpobIieMe B OIPe/IeIeHHO TeOPETHIECKOH 1
IpaKTHYecKoit oomactu. TBopueckas paboTa He ABIseTCS pedepaToM M He JOJDKHA HOCHTH OIICAaTeNbHBII XapakTep, O0JbIIoe
MECTO B Heif TOIDKHO OBITH YACJICHO apryMEHTHPOBAaHHOMY IPECTABICHUIO CBOCH TOYKHM 3pEHHS CTYICHTAMH, KPHTHIECKOH OIeHKe
paccMaTpHBaEMOro MaTepuaia u IPOoOIeMaTHKH, YTO JOJDKHO CIIOCOOCTBOBATH PACKPHITHIO TBOPUYECKUX W aHATUTHIECKUX
cniocobHocTeil. Llenn HanMcaHus 3cce — HayIUThCs JIOTHIECKH BEPHO U apIYMEHTHPOBAHO CTPOUTH YCTHYIO M IUCHbMEHHYIO PEyb;
paboTath HajJ yriyOJeHHEM U cHCTeMaTh3alield CBOUX (GHII0COPCKUX 3HAHUI; OBJIAACTh CIIOCOOHOCTBIO HCIIOIb30BATh OCHOBBI
3HAHMH U1 HOPpMHUPOBAHUS MHPOBO33PEHUECKON MO3ULUH. [IpUCTynas K HaMMCAHUIO ACCE, U3JIOKHUTE B OJJHOM IPEUIOKEHUH, UTO
MMEHHO BBl OyJZieTe YTBEpKIaTh M AOKa3bIBaTh (CBOH TE3UC).



Meroauveckue PECKOMEHAAIUH 10 IMTOATOTOBKE K JOKJIaay

J71st OATOTOBKY NOKJIaaa He0OOXOIMMO BEIOPATh aKTyallbHYIO TeMy. JKenaTenbHo, 4ToO TeMa OblIa HHTEepeCHa TOKIaJuuKy U
BBI3BIBANIA JKEJIAaHUE KaUeCTBEHHO MOATOTOBUTH MaTepHasl. [IoAroToBKa 10KIaqa IpeoiaracT: onpeiesieHue ey J0KIaa,;
1oa00p HeOOXOJMMOT0 MaTepHaia, ONPEASISIOIETO COAEPKAHNEe TOKIIaa; COCTaBIeHHE IIaHa JOKIA1a, pacipeelcHue
co0paHHOT0 MaTepualla B HE0OX0IMMOH JIOTHYECKOH MOCIIeI0BaTEIbHOCTH.

Komnosumus nokiasa uMeeT BCTYIUIEHHE, OCHOBHYIO YacTh U 3aKJIIOUEHHE.

Berynnenue qomKHO coiepikaTh: Ha3BaHUE J0KJIaa; COOOIEHHE OCHOBHOW HJIEH; COBPEMEHHYIO OLIEHKY NpeAMeTa U3JI0KESHUS;
KpaTKoe MepeyrciIeHre pacCMaTpUBAEMBIX BOIIPOCOB; HHTEPECHYIO JUIs cllymiareneld popmy nznoxeHus. OCHOBHas 4acTh, B
KOTOPOI HEOOXOIUMO PACKPHITH CYTh TEMBI, OOBIYHO CTPOUTCS 110 MPUHIUITY 0TYETA. 3a1a4a OCHOBHOM YacTH: MPEACTAaBUTh
JOCTaTOYHO JAAHHBIX JJISI TOTO, YTOOBI CITyIIATEeNH 3aHHTEPECOBATNUCH TEMOM.

3akimoueHue — 4€Tkoe 0000IIeH e  KPaTKHe BEIBOABI 110 H3JIaraeéMoi TeMe.

Meroauueckue PECKOMCHIAIUH 10 IIOATOTOBKE K CO6CCGHOB3HI/IIO

CobecenoBaHne — CpeCTBO KOHTPOJIS, OPraHU30BaHHOE KaK ClienualibHas Oecea mpenoaaBaTesst ¢ 00yJalomuMces Ha TEMBI,
CBSI3aHHBIE C M3y4aeMOW AUCIUILIMHON, M PACCYMTAHHOE Ha BBISICHEHHE 00beMa 3HaHUH 00y4aromerocs 1o OrnpeelleHHOMY
pasneny, Teme, npobiieMe U T.1II.

Lenb cobecenoBanus: NpoBepKa YCBOSHHsI 3HAHHI; yMEHUH IPUMEHATh 3HAHUS; CPOPMUPOBAHHOCTHU NMPO(ECCHOHATIBHO 3HAYMMBIX
JIMYHOCTHBIX Ka4eCTB.

IoaroroBka k codece10BaHMIO IIPEIIoaraeT MOBTOPEHUE IIPOHICHHOT0 MaTepHalla i pHoOpeTeHHe HaBBIKa CBOOOIHOTO BIIAJICHUS
TEPMHUHOJIOTHEH U (aKTUUECKUMH JaHHBIMU I10 OIIPEACICHHOMY Pa3ey JUCIUIUINHEI (MOLYJIs).

Meroauueckue PECKOMCHIAIUH IO IIOATOTOBKE K TeCTI/IpOBaHI/I}O/ HUTOTOBOMY TCCTUPOBAHUIO

TecTUpoBaHNE/UTOTOBOE TECTHPOBAHKE — 3TO CHCTEMa CTaHIAPTH3UPOBAHHBIX 3a/IaHUM, OMPEICICHHOTO COJCPKAHUS U
YIOPSAJOYCHHBIX B PAMKaX OIPEJIEIIEHHOM CTpaTeruu MpeabsBICHNUS, TO3BOJISIONIAs KAYECTBEHHO OLEHUTh CTPYKTYpPY U

3¢ (EKTUBHO U3MEPUTH YPOBEHb 3HAHHUN, YMEHUI M HABBIKOB 110 TUCHUILTUHE (MOAYII0). TecTupoBaHUE MO3BOJISAET OLEHUTD Y
CTYACHTOB yPOBEHb 3HaHUH (JaKTHUECKOTO MaTepuaa, yMEHHUs JIOTHUYECKH MBICIHUTB, CIOCOOHOCTH K pepJIeKCHU 1 TBOPUYECKOMY
MOJXOJTy K PELICHUIO MIOCTABJICHHOW 33/1a4M Ha KaX/IOM dTare UX 00y4eHUsl.

TIpu caMOCTOATENBHOM MOATOTOBKE K TECTHPOBAHHIO CTYICHTY HEOOXOMMO:

- YETKO BBISICHUTH BCE YCJIOBHUS TECTHPOBaHHS 3apaHee (CKOJIbKO TECTOB OYyJET MPEAoKEeHO, CKOJIBKO BPEMEHH OTBOJIUTCS HA
TECTHPOBaHKE, KAKOBA CHCTEMa OLICHKH PE3YJIbTaTOB);

- IPOKOHCYJITUPOBATHCSA C MPETIOIaBaTeIeM 0 BOIPOCY BHIOOpA y4eOHOM JTUTEpaTyphl;

- mpopaboTaTh HHPOPMAIIMOHHBIH MaTepHal Mo pa3aeny AUCIUILIHHE;

- KOHCIIEKTUBHO BBIITUCATh U3 COOTBETCTBYIOUINX Pa3/IelioB Y4eOHOM MUCIUILUIMHBI OCHOBHBIE TIOHSATHS, KIIFOUEBbIC HJIEH,
TEOPETUYECKUE KOHLIETIUU U MIOAXOMBI,

- MOBTOPUTH TEOPETUUCCKUIT MaTepHall JICKIMHA, CAMOCTOSATEIILHO U3yICHHOW yIeOHON M HAYYHOM JTUTEPATYpPhl, CEMUHAPCKUX
3aHATHH.

TIpu BBINOJHEHWH TECTOBBIX 33/JaHU PEKOMEHIYETCS:

- BHUMATEJIBHO MOJHOCTHIO MPOYNTATh BOMIPOC U TPE/jiaraeMbie BapUaHThl OTBETOB, BHIOPATH MPABUIIbHBIC U3 HUX (MX MOXET OBbITh
HECKOJIBKO);

- IIpH 3aTPYIHEHUH TIPH OTBETE Ha CJIOMKHBIH ISl CTYIIEHTa BOIIPOC 11€1eC000pa3Ho MEepEeXOaUuTh K IpYruM Bonpocam tecta. [1o
3aBEPILICHHUIO OTBETOB HA BCE MOCIIEIYIOIIIE BOPOCH TECTa HEOOXOAUMO BEPHYTHCS K TPYAHOMY BOIIPOCY M JIaTh HAa HETO
MPOAYMaHHBIN OTBET;

- 10 OKOHYaHUH TECTUPOBAHHUS CJICAYET IPOBEPUTH MPABUIILHOCTh JAHHBIX OTBETOB HA BOIIPOCHI TECTA, YTOOBI H30€KATh
MEXaHUYECKUX OIIHOOK.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 10 IMOATOTOBKE K 3K3aMCHY

N3zydyenne MHOTHX 001IenpohecCHOHATBHBIX U CHIENUaTbHBIX JUCIUIUINH 3aBepIIacTcs dk3aMeHoM. [1oAToToBKa K IK3aMeHy
CIOCOOCTBYET 3aKPEIUICHUIO, YIIIyOJICHHIO U 0000IIEHHIO 3HAHUM, I0Jy4aeMbIX, B IpoLecce OOYUCHHUS, a TAKKe IPUMEHEHHUIO UX K
PELICHUIO MPAaKTUYECKUX 3a7a4. ['0TOBACH K AK3aMeHy, CTYJCHT JUKBUIUPYET UMEIOIUecs IPoOeIIbl B 3HAHUAX, YIIyOseT,
CHCTEMAaTHU3UPYeT U YIOPSAA0UMBACT CBOU 3HaHMA. Ha sK3aMeHe CTYIeHT IEeMOHCTPHUPYET TO, YTO OH NMPHUOOPEN B poliecce
00y4eHHs TI0 KOHKPETHOW IUCIHMILIMHE (MOIYJTI0). DK3aMEHAIIMOHHAS CECCUSl — ATO CEPHsl IK3aMEHOB, YCTAHOBJICHHBIX YU4EOHBIM
IUIAaHOM. MeX Iy SK3aMEeHaMU HHTepBait 2-4 JHs, B TEUCHHE CTYACHT CHCTEMATU3UPYeT yXKe UMEIoIrecs 3HaHus1. Ha KoHCyabTaiuu
Tepes 3K3aMEeHOM CTYIEHTHI JJOJDKHBI OBITh 03HAKOMIIEHBI C OCHOBHBIMH TPEOOBAaHUSAMH U MOYyIHUTH OTBETHI HA BO3HUKAIOIINE B
TpoLecce MOArOTOBKH

BOTIPOCEI. HCOGXOHI/IMO OPUCHTHUPOBATH CTYACHTOB Ha CUCTEMATUYCCKYIO ITOATOTOBKY K 3aHATHUAM B TCUCHUE CEMECTPA, YTO
MI03BOJIMT MCIIOJIB30BATh BPEMsI SK3aMEHALIOHHON CeCCUy IS

CHCTeMAaTH3alU1 3HAaHUH.

Meroauyeckue peKOMEHJAlUK 10 MOJrOTOBKE K 3a4eTy/3a4eTy C OLEHKOH

B x071€ noaroToBKH K 3a4eTy/3a4eTy C OIIGHKOH CTYACHT, B IEPBYIO OYEPElb, JOJIKEH CUCTEMAaTU3UPOBATh 3HAHUS, TOJyYCHHBIC B
XOJIe M3y4eHus qucuuuinHbl. K 3auery/3a4eTy ¢ OLeHKOH He0OX0 MO TOTOBHTHCS LIEIEHAIPABICHHO, PETYIISIPHO, CHCTEMAaTHIECKU
U C MEpPBBIX JTHEH 00y4YeHHs 10 JaHHOM JucuuIuinHe (Moaymo). B camoMm Havane yueOHOro Kypca mo3HaKOMbTECh CO CIIEeTyOLIeH
y4eOHO-METOANYECKOH TOKYMEHTaIHEeH:

- IPOrpaMMOM JUCIUIUTMHBI (MOIYJIA);



- IepEeYHEM 3HAHUHM, YMEHUH U HaBBIKOB, KOTOPBIMHU CTYJICHT JOJKEH BIIAJETh;

- TeMaTU4YECKUMHU IUIaHAMHU JIEKLIUH, CEMUHAPCKUX 3aHATHH;

- yueOHMKaMH, Y9e€OHBIMH IIOCOOMSIMH 110 AUCIMIUIHHE, A TAKKe 3JIEKTPOHHBIMU peCypcaMy;

- IepeYHeM BOIIPOCOB K 3a4eTy/3a4eTy C OLIEHKOM.

ITocne 3Toro y oOyuaromuxcs J0KHO cOpMUPOBATHCS YETKOE IpeICTaBleHHe 00 00beMe U XapaKTepe 3HAaHUH U yMEHHI,
KOTOPBIMH HaJI0 Oy/IET OBJNAAETh M0 AUCHUIUIAHE (MOY0). CHCTEMaTH4eCKOe BIIOJHEHNE Y4eOHOM paboThl Ha JIEKUUAX U
71a00paTOPHBIX 3aHATHSX ITO3BOJIUT YCHEIIHO OCBOUTH TUCUUIUIMHY (MOAYIIB) U CO3AaTh XOpOUIyto 0a3y AJs caayu 3a4eTa/3adyera C
OLIEHKOH.

7. YHEBHO-METOANYECKOE 1 THOOPMAIIMOHHOE OBECHEYEHUE JUCHUIIIUHBI (MOJY JIS)

7.1. PexoMeHnyemas qutepatypa

7.1.1. OcHoBHas auTEpaTypa

JI.1.1 | Bbabam A.B., bapanosa E.K., MensuukoB FO.H. Madopmaronsas 6e3omnacHocTs. JIabopaTopHbli IpakTukyM +
ellpunoxxenue [DnekTpoHHbIN pecypc]: Yuebnoe nocodue. - Mocksa: KnoPyc, 2023. - 131 c. — Pexxum nocryna:
https://book.ru/book/949452

JI.1.2 [ Menbuukos B.I1., KynpusinoB A.U., Bacunbesa T.10., Mensuukos B.I1. UapopmanmonHast 6€30MacHOCTh [ IeKTPOHHBIH
pecypc]:Yuebuuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Peskum mpocrtyma: https://book.ru/book/950148

JI.1.3  [IIpoxoposa O. B. MHpopmanuoHHas 6€301aCHOCTD U 3all[UTa HHPOpMaLuK [DIEKTPOHHBIN pecypc]:yueOHUK I BY30B. -
Canxr-IlerepOypr: Jlans, 2023. - 124 c. — Pexxum nocryna: https://e.lanbook.com/book/293009

JI.1.4 | Wmeiino B.S1. MndopmanmonHas 6e30MacHOCTD U 3aluTa HHPOPMAIMU: CIIOBAPh TEPMUHOB M MOHATHI [ DJIEKTPOHHBIIH
pecypc]:CnoBaps. - MockBa: Pycaiinc, 2026. - 226 ¢. — Pexxum poctyma: https://book.ru/book/959878

JI.1.5 | Menbuukos B.I1., Kynpusao A.U., Menbaukor B.I1. M opmannonHas 6e30macHOCTh [ DNEKTpOHHBIH pecypc]: YueOHuK.
- Mocksa: KuoPyc, 2025. - 267 c. — Pexxum mpocrtyma: https://book.ru/book/955528

7.2. JInnieH3MOHHOE U CBOOOTHO pPacnpocTpaHsieMoe NPOrpaMMHoe odecneyeHne B TOM YHcje 0Te4eCTBEHHOr0 MPOU3BOACTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

7.2.3 Microsoft @ WINHOME 10 Russian Academic OLP 1License NoLevel Legalization GetGenuine

7.2.4 Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. Ilepeuens npogeccHoHAILHBIX 023 TaHHBIX, HHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM H pecypcoB cetd UHTepHeT

7.3.1 DnexTpoHHO-6nbIHoTeuHas cuctema "Jlaup". Pexxum moctyma: https://e.lanbook.com/

7.3.2 DNeKTpOHHO-OMOIHOTeUHast cucTeMa Y HuBepcuTeTCKas OubanoTeka onnan". Pexxum mocryna: https://biblioclub.ru/

7.3.3 DnexTponHo-6nbmoTeunas cucrema "BOOK.ru". Pesxum moctyma: https://book.ru/

734 | IUIAT®OPMA OHJIAMH-OBPASOBAHUS «PA3YMpy. Pexum nocryma: https://razoom.mgutm.ru/

7.35 | Hayunas snexrponnas 6udimoreka "eLIBRARY.RU". Pexum nocryna: https://www.elibrary.ru/

7.3.6 EmrHoe OKHO ocTyIa K 00pa3oBaTellbHbIM pecypcaM. Pesxum moctyma: http://window.edu.ru/

7.3.7 Ba3za maHHBIX MEXIYyHAPOIHOTO HHICKCA HAYIHOTO UTHPOBaHus SCOPUS. Pexxum mocryma: http://www.scopus.com/

8. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYHEHHWE JUCHOUIIJIMHbBI (MOYJISI)

8.1 Anpec: 453850, PecnyOnmka bamkoprocraH, p-H Meney3oBckuid, r. Meneys, yia. CMoneHckas, 1. 34, ctpoenue 1:
ayautopus 16-303 - JIabopatopus «IHTEpHET TEXHOIOTHI

YuebOHas ayauTOpus IS IPOBEACHUS 3aHATUH 1a00paTOPHOTO U MPAKTUYECKOTO TUIIA; Il KyPCOBOTO MPOEKTHPOBAHUS
(BBITOTHEHHS KYPCOBBIX paboT); A IPOBEICHHUS TPYIIOBBIX U HHIUBHIYAIBHBIX KOHCYJIbTALUI; IUIs TEKYIIEro KOHTPOJIS
Y IPOMEKYTOYHOH aTTeCTalUuH

: Paboune mecta oOyqarommxcs; Pabouee mecto npenogasarens; Hoyroyk; IIpoexrop nmepeHoCHOH; DKpaH MepeHOCHO;
Knacchas nocka; 10 pabounx mect oOyuaromuxcs ocHaieHubie [I9BM ¢ nokimtoueHneM K CeTH HHTEPHET U
obecrie4eHreM JJOCTYIA B DJIEKTPOHHYIO HHPOPMAMOHHO-00pa30BaTENbHYIO Cpely Y HUBEpCUTETA

9. OPTAHU3AIIUA OBPA3OBATEJIBHOI'O ITPOLECCA JJI JIMLI C OTPAHUYEHHBIMH
BO3MOXHOCTSAMMH 31O0POBbSI

Opranuzanus 00pa3oBaTebHOTO MPOIecca JUIs JIUI] C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 3JI0POBBSI OCYIIIECTBIISIETCS B
COOTBETCTBHUH ¢ «METOANIECKNMHU PEKOMEHIAIMAMH 110 OpraHU3alyuy 00pa30BaTeIbHOTO MpOoIiecca Al HHBAIHOB U JIUI] C
OTpaHWYEHHBIMH BO3MOXXHOCTSIMH 3/I0POBbsI B 00pa30BaTEIbHBIX OPraHU3aIMAX BEICIIEro 00pa3oBaHus, B TOM YHCIIE
OCHAIIIEHHOCTH 00pa30BaTeNLHOTO Mporecca» MunnuctepcTBa oopazoBanus u Hayku P® ot 08.04.2014r. Ne AK-44/058H. B
00pa3oBaTeIbHOM IPOLIECCE HCTIONIB3YIOTCS COLMAIbHO-aKTUBHBIE U Pe()IIEKCUBHbBIE METOJIBI O0YUCHHSI, TEXHOIOTHUH
COHHOKyHBTypHOﬁ pea6I/IHHTaHHI/I C IEJIBIO OKa3aHUs IMOMOIIN B YCTAHOBJICHUHN ITOJTHOIECHHBIX MECKINYHOCTHBIX OTHOIIIEHUH C
JPYTHMMH CTYAEHTaMH, CO3JaHuH KOM(OPTHOTO IICHXOJIOTMYECKOT0 KIIMMara B CTyieHuecKoi rpymnme. CTyIeHTHI C
OrpaHNUYCHHBIMU BO3MOXHOCTAMU 3J0POBbs, B OTIIMYNUE OT OCTAJIBHBIX CTYJ€CHTOB, UMCIOT CBON cneun(bnquKue 0COOEHHOCTH
BOCHpUSTHS, NlepepaboTku MaTepuana. [londop u pazpaboTka yd4eOHbIX MaTepHAIOB IPOM3BOANTCS C YUETOM UHIMBHIYaIbHbBIX
ocobenHocTei. [IpexycMoTpeHa BO3MOXKHOCTh 00yIEHUS 110 HHANBHAYAIBHOMY IpauKy, IPHU COCTABICHIH KOTOPOTO
BO3MOYKHBI pa3IMYHbIE BAPHAHTHI IPOBEICHHS 3aHATHUI: B aKaJeMUUYECKON TpyIIe U MHIUBUIYaIbHO, HA IOMY C
HCIIOJIB30BAHUEM JUCTAHIIMOHHBIX 06paSOBaT€J'lBHBIX TEXHOJIOTHM.
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